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ABOUT THIS BOOK

This book is for anyone using FORE Systems PowerHub software version 2.6. This
book is divided into the following parts:
Part 1. Subsystems Describes the commands you can useto
configure the hub for AppleTalk, DECnet, and
IPX routing, aswell asinformation on
implementing | P security.

Part 2: Filtering Describes the commands you can use to
configure AppleTalk zone and forwarding
filters, and IPX RIP and SAP filters.

NOTE: This manua and the PowerHub Software Manual, V 2.6 (Rev C) describe the
current system software version as “2.6.” However, when you receive software diskettes
containing PowerHub software files, the diskettes are labeled according to the specific
PowerHub product and software release. For example, a software diskette shipped for a
PowerHub 7000 might be labeled “7-2.6.3.0.” The “7-" indicates that the software is for
the PowerHub 7000 and the “3.0” indicates the specific feature or maintenance rel ease.
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OTHER BOOKS

You can find additional information about the PowerHub system in the following
books:

PowerHub Software Manual, V 2.6 (Rev C)
Describes the commands to configure the PowerHub 7000 for bridging and
for IP routing.

PowerHub ATM Addendum (Rev A or higher)
Describes the PowerCell ATM modules, as well as how to install them and
how to configure them for LANE (LAN Emulation) 1.0.

PowerHub OSPF Addendum (Rev A or higher)
Describes the PowerHub implementation of the OSPF (Open Shortest Path
First) routing protocol and how to configure your PowerHub system as an
OSPF router.

PowerHub 4000 Installation and Configuration Manual, V 4-2.6.1.2 (Rev B)
Describes the PowerHub 4000 hardware, as well as how to install it and how
to upgradeiit.

PowerHub 4005 FDDI Addendum (Rev A or higher)
Describes the PowerHub 4005 FDDI hardware and how to install it and
configureit.

PowerHub 4100 Fast Ethernet Addendum (Rev A or higher)
Describes the PowerHub 4100 hardware and how to install it and
configure it.

PowerHub 6000 Installation and Configuration Manual, V 6-2.6.3.0 (Rev C)
Describes the PowerHub 6000 hardware, as well as how to install it and how
to upgradeiit.

PowerHub 6000 FDDI Addendum (Rev A or higher)
Describes the PowerHub 6000 FDDI daughter cards and how to install them
and configure them.

PowerHub 7000 Installation and Configuration Manual, V 7-2.6.3.0 (Rev D)
Describes the PowerHub 7000 hardware, as well as how to install it and how
to upgradeit.

PowerHub 7000 6x1 Universal Fast Ethernet Addendum (Rev A or higher)
Describes the PowerHub 7000 6x1 Fast Ethernet Module, as well as how to
install it and how to upgradeit.
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NAMING CONVENTIONS

The following terms are used throughout this manual:

Port A physical connection to the PowerHub system. A given
segment can have many ports; for example, repeated ports on a
UTP Ethernet segment. A segment also can have just one
connection; for example, an AUl segment, in which case the
terms “port” and “segment” are somewhat interchangeable.

Segment A single 10 Mb/s or 100 Mb/s Ethernet collision domain or a
100 Mb/s FDDI ring.

NOTE: To conform with industry-standard usage of terms, FORE Systems now
usesthewords“ segment” and “ port” asthey are defined in the preceding list.
This usage is reflected in PowerHub documentation, including this manual.

Previous FORE Systems products and documentation used the word “port” to
refer to asingle collision domain or ring, and “link” to refer to aphysical
connection. In PowerHub softwareversions 2.6 and earlier, commandsand help
messages in the command-line interface continue to be based on the old usage.
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TYPOGRAPHICAL CONVENTIONS

The following typographical conventions are used in this manual:

Thistype style...

AaBbCcDd

AaBbCc Dd

<AaBbCcDd>

400-1676-0001, Rev C, Issue 1,V 2.6

Indicates...
A term that is being defined. Example:

IP Helper isan enhancement to the ip subsystem that lets you boot a PowerHub
system from a server separated from the boot client by a gateway.

A command name. PowerHub commands are case sensitive; they should always be
entered as shown in the manual or on-line help. Example:

listdir
1) Separates the full and terse forms of a command or argument:

» Thefull form is shown on the left of the| .
» Theterse form is shown on theright of the| .

Example:
listdir|ls

When you typethe command or argument, you can typeeither thefull form
or theterseform. Inthisexample, you cantypel i stdir orl s.

2) Separates mutually exclusive command arguments. Example:

set stp enl|dis

In this example, the command set st p can accept either enl or di s,
but not both.

Enclose optional command arguments or options. Example:

setuser [root| nmonitor]

Inthisexample, the[ ] enclose an optional argument. Y ou can issue the command
without the argument(s) shownin[ ] . However, if specified, the argument must be
one of the two options listed between the[ ] .

Indicatesaparameter for which you supply avalue. When used in command syntax,
<j tal i cs>indicatesavalue you supply. Example:

showfil e <fil e-nane>

In thisexample, <f i | e- name> is a parameter for which you must supply avaue
when you issue this command.
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AaBbCcDd

AaBbCcDd
or
AaBbCcDd

Indicates afield name or afile name.

A field name example:

When you boot the PowerHub software, thel ogi n: prompt is displayed.

A file name example:

When you boot the PowerHub software, the system looksfor afilenamed cf g.

Indicates text (commands) displayed by the PowerHub software or typed at the
command prompt. To make typed input easy to distinguish from command prompts
and output, the typed input is shown in darker type. Example:

10 on 12
12

1: Power Hub# pm view all
Port 10 (all) being viewed on:

In this example, the user types“pm view all 10 on 12" and the software responds
“Port 10 (all) being viewed on: 12”.

PowerHub Supplementary Protocols Manual
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Part 1: Subsystems

This part describes the PowerHub subsystem commands in the atalk, ipx, and dec
subsystems, as well as the commands used to configure | P security.

* If you want information on the bridge, tcpstack, tftp, ip, ipm, rip, or snmp
subsystems, see the Power Hub Software Manual, V 2.6 (Rev C).

* If you want information about IPX RIP and SAP filtering, go to Part 2: Filtering.

This part contains the following chapters:
Chapter 1.  AppleTalk Commands

Describes the atalk subsystem commands and how to use them to
configure and manage the PowerHub system as an AppleTak
router.

Chapter 2:  IPX Commands

Describes the ipx subsystem commands and how to use them to
configure and manage the PowerHub system as an IPX router.

Chapter 3: DECnet Commands

Describes the dec subsystem commands and how to use them to
configure and manage the PowerHub system as a DECnet router.

Chapter 4. |P Security Commands

Describes how to implement the IP security options specified by
RFC 1108, U.S. Department of Defense Security Options on the
Internet Protocol, for the PowerHub system.
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1 AppleTalk Commands

The PowerHub software contains the atalk (AppleTalk) subsystem. Within this

subsystem isacomplete set of AppleTak Phase-2 software and PowerHub software for use
with AppleTalk networks and internets.

Y ou can configure the PowerHub system to be used as an AppleTalk internet router

to perform AppleTalk routing onany or al of itssegments. Y ou also can use the PowerHub
system as a local router or a backbone router, or as any combination of these types of
routers.

This chapter describes the atalk subsystem commands you can use to perform the

following tasks:

Allocate memory for the AppleTak subsystem. (See Section 1.3.1 on page 7.)
Enable AppleTak routing. (See Section 1.3.1.2 on page 8.)

Show the current AppleTalk configuration. (See Section 1.3.1.3 on page 8.)
Add an AppleTak interface. (See Section 1.5.1 on page 12.)

Delete an AppleTak interface. (See Section 1.5.4 on page 18.)

Display the AppleTalk interface table. (See Section 1.5.2 on page 14.)

Display the AppleTalk route table. (See Section 1.7 on page 22.)

Display and clear the AppleTak route cache. (See Section 1.8 on page 24.)
Add an AppleTalk zone. (See Section 1.4.1.1 on page 9.)

Display alist of configured AppleTalk zones. (See Section 1.4.1.2 on page 10.)

Display alist of active (static and learned) AppleTalk zones. (See Section 1.4.1.2 on
page 10.)
Delete an AppleTak zone. (See Section 1.4.1.3 on page 11.)

Set the aging time for entries in the AppleTalk ARP table. (See Section 1.6.2 on
page 21.)

400-1676-0001, Rev C, Issue 1,V 2.6 PowerHub Supplementary Protocols Manual



4 APPLETALK COMMANDS CH.1

» Display the AppleTak ARP table. (See Section 1.6.1 on page 20.)

» Clear the AppleTak ARP table. (See Section 1.6.3 on page 22.)

» Display atable of “named objects.” (See Section 1.9 on page 26.)

» Display statisticsfor AARP, DDP, or ECHO packets. (See Section 1.10 on page 26.)
» Clear packet statistics. (See Section 1.11 on page 28.)

* Test the connectivity to another router. (See Section 1.12 on page 28.)

This chapter assumes that you have a basic understanding of AppleTak. For further
information about AppleTalk, see the following books:

* Inside AppleTalk, 2nd Ed., by Gursharan S. Sidhu, Alan B. Andrews, and Richard F.
Oppenheimer (Addison Wesley Publishing Company, Inc., 1990).

» Planning and Managing AppleTalk Networks, by Apple Computer (Addison Wesley
Publishing Company, Inc., 1991).

1.1 ACCESSING THE APPLETALK SUBSYSTEM

To access the atalk subsystem, enter the following command from the runtime
command prompt:

at al k

Most of the commands in this chapter assume that you have changed the focus of the
command prompt to “at al k.” A few commands, such as get mem are not in the at al k
subsystem. This chapter identifies such commands by listing their subsystem name with
the command (ex: mai n get mem)
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SEC. 1.2 APPLETALK SUBSYSTEM COMMANDS 5

1.2 APPLETALK SUBSYSTEM COMMANDS

Table 1-1 lists and describes the at al k subsystem commands and their syntax. For
each command, the management capability (root or monitor) islisted, aswell asthe section
that contains additional information about the command.

TABLE 1-1 AppleTalk subsystem commands.

Command and Description Capability*  See...

add-interface] ai R 151
<seg-list> <start-net-addr> <end- net-addr>| -n

<net - addr >.<node- addr > | <def aul t - zone- nane>]
Adds an AppleTak interface.

add- zone| az <seg-list>|all <zone-nane> R 1411
Adds an AppleTalk zone.

arp-tabl e| at [ <net-addr>.<node- addr >] RorM 16.1
Displaysthe AppleTak ARP table.

arp-tabl eclear|atc R 1.6.3
Clearsthe AppleTalk ARP table.

config-zone-table|czt [<seg-list>all] RorM 1412

Displaysalist of configured AppleTalk zones.

configured-interface-table|cit RorM 153
Displays information about all the AppleTalk interfaces configured on the

PowerHub system.

del -interface|di [-a] <seg-list>| all R 154

Deletes an AppleTak interface.

del - zone| dz <seg-/ist>|all <zone-nane>| all R 1413
Deletes an AppleTak zone.
di spl ay-rout ecache| dc [ <seg-!ist>] Ror M 181

Shows the Appletalk route cache.

flush-routecache|fc R 182
Flushes (clears) the Appletalk route cache.

*R= Root, M=Monitor.
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6 APPLETALK COMMANDS CH.1

TABLE 1-1 (Continued) AppleTalk subsystem commands.

Command and Description Capability*  See...

interface-table|it RorM 152
[-p <seg-list>all]
| [-n <start-net-addr>-<end- net - addr >]
| [-z <zone- name>]
I[-a]
Displaysthe AppleTak interface table.

name-t abl e| nt RorM 19

Displays the table of “named objects’ (objects named using the AppleTalk
Name-binding protocol).

pi ng| pi RorM 112
<net - addr >.<node- addr > [<ti nme-out > [ <pktsize>]]

Tests connectivity to another router.

route-table|rt RorM 1.7
[-c]-r] [-t] [-p <seg-list>] [-n <net-addr>]
Displaysthe AppleTalk route table.

set| se Appl eTal kRouter|atr enl|dis R 1312
Enables AppleTalk routing.

set - ar page| saa [<tine-val ue> R 16.2
Sets the aging time for entriesin the AppleTalk ARP table.

showcf g| scf RorM 1313
Displays the current AppleTak Configuration.

stats|s arp|ddp|echo [-t] RorM 1.10
Displays statistics for AARP, DDP, or ECHO packets.

stats-clear|sc arp|ddp| echo R 111
Clears statistics for AARP, DDP, or ECHO packets.

zone-t abl e| zt RorM 1412
[<start- net-addr> <end- net-addr>]| [ <zone- nane>|

Displays information about active zones.

*R= Root, M=Monitor.
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SEC. 1.3 GETTING STARTED 7

1.3 GETTING STARTED

To set up the PowerHub system for AppleTalk routing, perform these steps:
(1) Enablethe AppleTalk subsystem:
» Allocate memory for AppleTalk routing. (See Section 1.3.1.1.)
» Enable AppleTalk routing. (See Section 1.3.1.2.)
(2) Assign AppleTak zone names to PowerHub segments. (See Section 1.4.1.)

(3 Assign AppleTak network (interface) addresses to PowerHub segments.
(See Section 1.5.1.)

(4) Saveyour AppleTak configuration. (See Section 1.3.1.4.)

1.3.1 Enabling the AppleTalk Subsystem

Before you can use the AppleTalk subsystem, you must alocate sufficient main
memory (DRAM) for the PowerHub system to run the AppleTalk routing subsystem and
enable AppleTak routing.

1.3.1.1 Allocating Memory

Before you can use the AppleTalk subsystem, you must allocate a portion of the
PowerHub main memory (DRAM) for use by the AppleTalk subsystem. Regardless of
how much main memory your PowerHub system contains, you must alocate memory
specifically for use by the AppleTak subsystem.

NOTE: FORE Systems recommends that you allocate memory for the AppleTalk
subsystem immediately after you boot the PowerHub system to ensure that the memory
you request is available. For more information, see the PowerHub Installation and
Configuration Manual for your PowerHub system.

You cannot unallocate memory. To free alocated memory, make sure the configuration
file does not contain anmai n get memcommand, then reboot the software.

To allocate memory for the AppleTalk subsystem, issue the following command:
mai n get mem at al k
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8 APPLETALK COMMANDS CH.1

1.3.1.2 Enabling AppleTalk Routing

After you alocate memory, you need to enable AppleTak routing. Use the
set Appl eTal kRout er command to enable AppleTalk routing:

set| se Appl eTal kRouter|atr enl|dis

where:

Appl eTal kRout er | atr Indicates that you are enabling (or disabling) AppleTak
routing on the PowerHub system.

enl|dis Specifieswhether you are enabling or disabling AppleTak

routing. Thedefaultisdi s.
Here is an example of this command:

4: Power Hub: at al k# set atr enl
Appl eTal k Routing: Enabl ed

1.3.1.3 Displaying the Current Configuration

Enter the showcf g command to verify that memory is alocated for the at al k
subsystem and that AppleTalk routing is enabled. This command also displays the aging
timefor AARP entries. (See Section 1.6.2 on page 21.)

Here is an example of the information listed by this command:

5: Power Hub: at al k# showcf g

Appl eTal k configuration:

Appl eTal k Router : available ( nmenory available )
Appl eTal k Routing: Enabl ed

AARP Aging Tiner: 60 mnutes

In thisexample, the display produced by theshowcf g command showsthe following
information:

» Memory has been allocated for the AppleTak subsystem.
» AppleTak routing is available and enabled.
» Theaging timefor learned AARP entriesis 60 minutes.

1.3.1.4 Saving Your AppleTalk Configuration

After you verify your AppleTak configuration, you can save the configuration using
the ngnt savecfg <file-name> command or the tftp svcfg <file-nane>
command, where <fi | e- nanme> is the configuration file name. When you save your
current configuration, the modifications you make to use the AppleTak subsystem are
available next time you reboot the PowerHub system. For information about this
command, see the Installation and Configuration Manual for your PowerHub system.
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1.4 CONFIGURING POWERHUB SEGMENTS FOR APPLETALK

Before the PowerHub system can route AppleTak packets, you must assign the
appropriate zone names and network addresses to one or more PowerHub segments. Use
the zone commands and i nterface commands to configure PowerHub segmentsfor use with
your AppleTalk networks.

1.4.1 The Zone Commands

The PowerHub software uses ZIP (Zone Information Protocol) to maintain a zone
table that contains zone names associated with the PowerHub segments. Use the zone
commands to add, display, or delete zone names.

14.1.1 Adding a Zone Name

Usetheadd- zone command to assign azone nameto asegment. A zone nameisan
alphanumeric string up to 32 charactersin length. Y ou can assign adifferent zone nameto
each segment, assign multiple zone names to the same segment, or assign the same zone
name to multiple segments. Zone names are not required for non-seed segments.
Moreover, for non-seed segments, the assigned zone names are not used. Assigned zone
names are used for seed segments.

The zone name you assign to a PowerHub segment is used by the segment when it
attemptsto come up as a seed segment. Unlessaconflict occursover the use of the segment
as a seed segment, the zone name becomes active for that segment.

Y ou can use blank spacesin zone names. Y ou can use blank spaces at the beginning,
inside, or at the end of a zone name.

To add a zone name that contains a leading or trailing blank(s), use double quotes
around the entire zone name, including the blank(s).

Hereisthe syntax for the add- zone command:
add-zone| az <seg-l/ist> all <zone-nane>

where:

<seg-list>| all Specifies the PowerHub segment numbers to which you
want to assign an AppleTak zone name. You can list
individual segments, specify arange of segments, or
specify al | for al segments.

<zone- nane> Specifiesthe zone name you want to assign to the specified

segment. Zone names are not case sensitive. (For
example, the zone names ADM NI STRATI ON and
adm ni st rati on areregarded by AppleTak as
identical.)

In the examplethat follows, theadd- zone command is used to assign the AppleTalk
zone name Account i ng to segment numbers 1, 3, 4, and 5.

8: Power Hub: at al k# add-zone 1, 3-5 Accounting
Ckay
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Here is an example of how to add a zone name that contains a leading blank. In this
example, the zone name also contains an internal blank

1: Power Hub: at al k# add-zone 1 “ Anh W~
Ckay

When you display AppleTak zone names on the PowerHub system, the names that
contain leading or trailing blanks are displayed with quotation marks to show the locations
of the blanks.

Here is an example of how zone names that contain blanks are displayed.

2: Power Hub: at al k# confi g-zone-tabl e
CONFI GURED APPLETALK ZONES

Por t Zone

5 " Anh Wu"
3: Power Hub: at al k# nane-tabl e
bj ect Nane Obj ect Type Zone
PONERHUB Rout er “ Anh w”

When you display the zone name in the Chooser on a Macintosh, the blank spaces
appear in the zone name but the quotation marks are not displayed.

1.4.1.2 Displaying Zone Information

Y ou can display information for configured zones or for active zones. A configured
Zone is a zone created using the add- zone command. (See Section 1.4.1.1.) An active
zone isazone name that is actively being used on the AppleTak internet. An active zone
can be either a configured zone or alearned zone. A learned zoneis a zone entry learned
by the PowerHub software from other routers.

Configured Zones

Usetheconfi g- zone- t abl e command to display alist of configured zone names
assigned to PowerHub segments. Hereis the syntax for this command.
config-zone-table|czt [<seg-list>|all]
where:
<seg-list>|all Optionally specifies the segments for which you want to
list the configured zone names. Y ou can list individual
segments, specify arange of segments, or specify al | for
all segments.
In the example that follows, theconf i g- zone- t abl e command is used to display
zone names for segments 1 and 2.

11: Power Hub: at al k# config-zone 1,2
CONFI GURED APPLETALK ZONES

Por t Zone
1 Test _zone
2 Test _zone
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Active Zones

Use the zone-t abl e command to display information about active zones (both
configured and learned). The zone-tabl e command shows the network address and
the name for each currently active AppleTalk zone that is known to the PowerHub
software. In addition, the table indicates whether the zone that is active on a particular
network isthat network’ s default zone. Notethat configured zone namesthat are not in use
are not listed.

Here is the syntax for this command:
zone-t abl e| zt
[ <start- net-addr> <end- net -addr>] | [ <zone- nane>]
where:
<start - net - addr >- <end- net - addr >| <zone- nane>
Optionally specifies a specific range of network addresses
or aspecific zone name. If you do not specify addresses or

azonename, the zone- t abl e command displaysall
entries for the PowerHub system.

In the example that follows, the <zone- nane> argument is used to display only the
networks on which the zone name“ FORE Systems” isactive. Theasterisks (* * ) to the | ft
of the first network address range indicate that the zone name listed under Zone is the
default zone name for that network.

13: Power Hub: at al k# zone-tabl e FORE Systens

Net Zone
*x o 2-2 FORE Systens
3-3 FORE Systens

Each network has one and only one default zone name. However, the same zone
name can be used in more than one network, and can be the default zone namein more than
one network.

14.1.3 Deleting a Configured Zone

Use the del - zone command to delete a configured zone name from one or more
segments. Hereisthe syntax for this command:

del -zone| dz <seg-/ist>| all <zone-nane>| all

where:

<seg-list>|all Specifies the segments from which you want to delete a
configured zone. Y ou canlist individual segments, specify
arange of segments, or specify al | for all segments.

<zone- nane>| al | Specifies the zone name you want to delete. You can

specify an individual zone name or specify al | for all
zone names assigned to the segments you specify.

When you remove a configured zone name, the name disappears from the configured
zonetable. (Usetheconfi g- zone-t abl e command to display thistable.)
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NOTE: When you usethe del - zone command to remove a configured zone name,
the change is immediately apparent in the Configured-Zone table, but does not affect
zone names on interfaces that are currently up. The change can affect an interface if
that interface is capable of seeding, and the segment on which the interface isdefined is
brought down, then back up.

Here are some examples of the use of thedel - zone command. At command prompt
14, a specific zone name (FORE Syst ens) is deleted from specific segments (2 and 4).
At prompt 15, a specific zone name (FORE Syst ens) is deleted from all segments. At
prompt 16, all zone names are del eted from a specific segment (4). At prompt 17, all zone
names are deleted from all segments.

14: Power Hub: at al k# del -zone 2,4 FORE Systens
Ckay

15: Power Hub: at al k# del -zone all FORE Systens
Okay

16: Power Hub: at al k# del -zone 4 all

OCkay

17: Power Hub: at al k# del -zone all all
Ckay

1.5 CONFIGURING APPLETALK INTERFACES

After you assign zone names to one or more PowerHub segments, you must then
assign network addresses to each of these segments. Each network address consists of:

» Network address range.
» Combination of <net - addr >. <node- addr >.

» Optionally, the default zone name.

1.5.1 Adding an Interface (Network Address)

Use the add-i nt er f ace command to assign a network address to one or more
PowerHub segments.

You can assign a different network address to each segment, or you can assign the
same network address to multiple segments. When you assign the same network address
to more than one segment, you create aVLAN (virtual LAN), anetwork that spans two or
more physical segments. A VLAN lets you increase the effective bandwidth of an

1. Insome books, this combination of net address and node addressis called a“ port node address,” an “ AppleTalk protocol address,”
or a“DDP address,” depending upon the context. This manual and other PowerHub documentation uses the term “ network address” to
refer to this combination.
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AppleTak network without creating additional network numbers. See Appendix D in the
PowerHub Software Manual, V 2.6 for information about the VLAN feature.

Here isthe syntax for theadd- i nt er f ace command:

add-i nterface]| ai
<seg-list> <start-net-addr>- <end- net - addr>| - n
<net - addr >.<node- addr > | <def aul t - zone- nane>|

where:

<seg-1list> Specifiesthe segment numbersto which you want to assign
an AppleTak network address. You can list individual
segments, specify arange of segments, or specify al | for
al segments.

<start - net-addr > <end- net - addr >

Specifiesthe beginning and ending network addresses you
want to assign to the segment(s). When devicesattached to
the segment become active, they are dynamically assigned
one of the network address numbers within the range you
specify.

Y ou can specify arange from 1 through 65023.

NOTE: To configure a segment as a non-seed segment, specify a network address
range of 0-0. Do not specify a network address following the address range.

If you want to create multiple non-seeding segments, you must issue a separate
add- i nt er f ace command for each net. If you specify multiple sesgments with the
same command, you createaVLAN.

To configure a segment for a non-AppleTalk (backbone) net, specify - n, rather than an
address range. Do not specify a network address. A backbone net connects routers;
nodes are not directly attached to the net.

<net - addr >.<node- addr >

Specifies the network address you are assigning to the
specified segment. The value you specify for

<net - addr > must be within the range specified by
<start - net - addr >- <end- net - addr >.

For <node- addr >, you can specify arange from 1
through 253.

NOTE: Do not use this argument if you are configuring a segment as a non-seed
segment or for anon-AppleTak (backbone) net.

Node addresses 254 and 255 are reserved AppleTalk node addresses for EtherTalk; do
not use these addresses. If you attempt to use these addresses, an error message is

displayed.
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<def aul t - zone- nanme> Optionally specifies the default zone name. This name
must already be present in the Configured-Zonetable. To
display the Configured-Zone table, issue the
configured-zone-tabl e command.

Here are some examples of the use of the add- i nt er f ace command. In the first
example, the network address range 220 through 500 is assigned to segment 1. The
network address “220.150” indicates the specific AppleTalk node to which segment 1 is
assigned:

18: Power Hub: at al k# add-interface 1 220-500 220. 150
Port 1 Range 220-500 DDP Addr 220.150 Added
Configured as potential seed for this net.

The following example shows the command used to configure segment 5 as a
non-seed segment. (Note that no network address range or network addressiis specified.)

19: Power Hub: at al k# add-interface 5 0-0
Port 5 Range 0-0 Added
Configured as non-seeding port.

1.5.2 Displaying Network Address Information

You can display information about PowerHub segments assighed to an AppleTak
network address using thei nt er f ace- t abl e command.

Here is the syntax for this command:
interface-table|it
[-p <seg-list>all]
| [-n <start-net-addr> <end- net - addr >]
| [-z <zone- nane>]
| [-al
where:

-p <seg-list>| all Specifies the segment numbers for which you want to
display the AppleTak network addresses. You can list
individual segments, specify arange of segments, or
specify al | for al the segments that have AppleTalk
interfaces.

-n <start - net - addr >- <end- net - addr >

Specifies the beginning and ending network addresses for
which you want to display information.

-z <zone- nane> Specifies the zone name for which you want to display
network address information.

-a Lists all configured and non-configured segments.
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Here are some examples of the use of thei nt er f ace- t abl e command. Inthefirst

example, no arguments are used with the command. Network address information is
shown for all segments that have AppleTalk interfaces. Only two AppleTalk network
addresses are assigned to PowerHub segments. Note that more than one zone can be
associated with a segment. In this example, three zone names are listed for segment 5.

A B c D E F G H

2%: Power Hub: at al|k# i nt erface-t%bl e

Pt DDP- Addr Range Type NetCfg Garn From ZoneCfg Zone

4 220.150 220-220 ETH config config Macintosh

5 2.128 2-2 ETH garnrd 2.124 garnrd Engi neering
Manuf act eri ng
Mar ket i ng

7 13.30 13-13 ETH down down

8 128.65 128-128 ETH wunconfig unconfig

The table displayed by the i nt er f ace-t abl e command shows the following

information:
A ThePt column lists the segment numbers.

B The DDP- Addr column lists the net address for each segment to which a net address

has been assigned. In this example, segments 4 and 5 are assigned AppleTalk net
addresses.

C TheRange column lists the net address range assigned to each AppleTalk segment.
D TheType column indicates the mediatype (in this case, “ETH,” or Ethernet).
E The Net Cf g column indicates whether the segment was a seed segment (making the

hub a seed router) for the network assigned to the segment, or learned the network
information from another router in the net.

The Net Cf g column indicates one of four states: confi g, unconfi g, garnrd, or
down. Theinitial stateisunconfi g. If asegment isthe seed segment for a network,
confi g soon appears under the Net Cf g column. If the segment is not a seed
segment, it instead relies upon another router for seed information. In such a case,
when the segment has learned the network address from another router, the state of
the segment changes from unconfi g togarnrd. If the segment is not configured
as a seed segment and there is no other router on the network, the state remains
unconfi g.

If the stateremainsunconf i g, the PowerHub software is unableto find aseed for the
segment. Check the connections joining the segment to the seed router. If the
connections are working properly, the problem might be in the seed router itself.
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If a segment has been configured but is attached to arouter that is not turned on, or if
asegment is attached to a working router but the segment has been either disabled or
has not been added to a zone, the segment is listed as down.

If the state is - cf g, the segment is part of an AppleTalk VLAN and has gone
down. The other segmentsin the VLAN might still be up.

F TheGar n Fr omcolumn indicates the seed router from which the PowerHub system
got itsconfiguration. If the PowerHub system is the seed router, the Gar n Fr omfield
isblank.

G The ZoneCf g column indicates whether the interface is a seed router for the zone
associated with the segment. Possible states are confi g, unconfi g, garnrd, or
down. Seethe descriptionsfor Net Cf g.

H The Zone column lists the active zone(s) for the segment.

In the following example, the - z argument is used to limit the display to entries for
the specified zone name (in this case, FORE Syst ens):

21: Power Hub: at al k# interface-table -z FORE Systens

Pt DDP- Addr Range Type NetCfg Garn From ZoneCfg Zone

5 2.128 2-2 ETH garnrd 2.125 garnrd FORE Systens

NOTE: If the interface table displays zeros under the DDP- Addr and Range
columns, or “down” for the Net Cf g and ZoneCf g columns, the segment may be
down. If the segment is up, check if AppleTalk routing is enabled. See Section 1.3.1.2
for information on enabling AppleTalk routing.
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1.5.3 Displaying All Interfaces

To display information about all the AppleTalk interfaces configured on the
PowerHub system, issue the following command:

configured-interface-table|cit
When you issue this command, atable such as the following is displayed:

1: Power Hub: at al k# cit
Por t Net range DDP Address

I ndi vi dual Net works:

1 100- 100 100. 101
2 200- 200 200. 201

Virtual LAN Configuration:

3 300- 600 300. 103
4 300- 600 300. 103
5 300- 600 300. 103
6 300- 600 300. 103

The Port, Net range, and DDP Addr ess headers at the top of the display label the
types of items displayed in the table columns. In the | ndi vi dual Net wor ks section,
AppleTak interfaces assigned to single segments are listed. In this example, two
AppleTak interfaces have been defined on single segments:

» On segment 1, an interface with the network range 100-100 and the DDP address
100.101 has been defined.

» On segment 2, an interface with the network range 200-200 and the DDP address
200.201 has been defined.

In the Vi rt ual LAN Confi gurati on section, the interfaces defined as parts of a
VLAN are listed. In this example, four interfaces are listed, all of which have the same
network range and DDP address; all four interfaces belong to the same VLAN.
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1.5.4 Deleting a Network Address

Usethedel -i nt er f ace command to remove an AppleTak network address from

a PowerHub segment:
del -interface|di [-a] <seg-list>|all
where:
-a Deletesthe AppleTak network address from a segment(s).

NOTE: Unless you use the - a argument, you must specify each segment to which a
network is assigned in order to delete a network assigned to multiple segments.

<seg-list>| all Specifies the segments from which you want to delete the
assigned AppleTak network address. You can list
individual segments, specify arange of segments, or
specify al | for al segments.

NOTE: If you delete an AppleTak network address, or change or del ete the zone name
with which the deleted address was associated, we recommend that you wait a
minimum of 15 minutes following the zone name change before re-adding the address.
This time is needed by the devices in the AppleTalk internet to exchange update
information about the network address and zone name changes.

Here is an example of the use of the del -i nt er f ace command. In this example,
the interface table is displayed to show which interfaces are defined, then the unwanted
interfaces are del eted.

22: Power Hub: at al k# i nterface-table

Pt DDP- Addr Range Type Net Cfg ZoneCfg Zone

2

3

4 220.150 220-230 ETH config config Macintosh

5 2.128 2-2 ETH garnrd garnrd FORE Systens
6 220.150 220-230 ETH config config Macintosh

7 220.150 220-230 ETH config config Macintosh

8 220.150 220-230 ETH config config Macintosh

23: Power Hub: at al k# del -interface 4,6-8
OCkay

In the exampl e, the network address associated with segments 4, 6, 7 and 8 is deleted.
Because the optional - a argument is not used, all the segments with which the network
address is associated must be specified.
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The following example usesthe del - i nt er f ace command with the-a argument
to delete the same network address:

24: Power Hub: at al k# del -interface -a 6
Ckay

When you use the - a argument, the network address is deleted from all segments to
which it isassigned. In this example, network address 220.150, associated with segment
6, is deleted from segment 6 as well as segments 4, 7, and 8. Note that this command
performs exactly the same job as the command in the previous example.

1.6 USING THE AARP TABLE

The PowerHub system uses AARP (AppleTalk Address Resolution Protocol) to
create and maintain a table of trandations between MAC-layer node addresses and
AppleTak node addresses. The AARP table enables PowerHub software to look up the
MAC-layer address of another device (node, router, and so on) based on the device's
AppleTak address. Entriesin the AARP table facilitate transmission of packets from the
PowerHub software (acting as an AppleTalk router) to the devices for which MAC-layer
addresses are listed. These entries are either static or learned:

Satic entry Anentry that iscreated when you assign an AppleTalk network
address to a PowerHub segment. Each time you assign a
network address to a segment using the add- i nt er f ace
command, the PowerHub system automatically makes a
corresponding entry in the AARP table. These entries cannot
bedel eted unlessthe corresponding network addressisdel eted.

Learned entry  An entry that the software automatically adds to the AARP
table when it learns about a node address from another
managed PowerHub or other AppleTalk router, or learns of the
node address directly from one of its own segments. The
PowerHub software del etes |earned entries when they are
inactive for the AARP aging time.

For information on the AARP aging time, see Section 1.6.2. For each entry, thehub’s
AARP tableliststhe:

» DDP address of the node (also known as AppleTak node address).

» Type of connection the segment has. There are four types of connections:

Local Indicates a deviceis directly attached to the segment.
Rout er Indicates the route was dynamically learned. Also indicates another
AppleTak router.
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Bcast Indicatesthe entry inthe AARPtableisbroadcast to all devicesinthe
network. A broadcast packet is denoted by a node address of 255.
blank Indicates alearned address, one that is added by the software. Blank

entries also indicate that a node, not arouter, is attached.
* MAC-layer address.
» Segment to which the node is attached.

1.6.1 Displaying AARP Entries

Usethear p-t abl e command to display the entriesin the AARP table. Hereisthe

syntax for this command:
arp-tabl e| at [ <net-addr>. <node- addr>]
where:

<net - addr >. <node- addr > Specifiesthe network addressfor which you want

to display AARP entries.

Here are some examplesof theuse of thear p- t abl e command. Inthefirst example,
the command is entered without an argument. The table displayed lists all AARP entries,
both static entries and learned entries, for this PowerHub system.

25: Power Hub: at al k# arp-table
ARP TABLE

DDP Address Type Mac Address Por t
2.5 Local 00- 00- ef - 02- 41- 50 2
2.22 00- 00- 94- 20- 5f - 82 2
2. 255 BCast 09-00-07-ff-ff-ff 2
111.1 Local 00- 00- ef - 02- 41- 50 3,4
111. 22 00- 00- 94- 21-fd- 1c 3
111. 56 00-00-94-21-f2-43 4
111. 255 BCast 09-00-07-ff-ff-ff 3,4
5.1 Local 00- 00-ef-02-41-50 5
5.255 BCast 09-00-07-ff-ff-ff 5

Inthefollowing example, aspecific valuefor <net - addr >. <node- addr >isgiven:

26: Power Hub: at al k# arp-table 2.5

DDP Addr ess

Type

Local

Mac Address

00- 00- ef - 02- 41- 50
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Y ou can specify awildcard (*) in place of <net - addr > or <node- addr >. Inthe
following example, all DDP addresses with the <net - addr >“2" are displayed.

27: Power Hub: at al k# arp-table 2.*

ARP TABLE:
DDP Address Type Mac Address Por t
2.5 Local 00- 00- ef -02-41-50 2
2.22 00- 00- 94-20-5f-82 2
2.255 BCast 09-00-07-ff-ff-ff 2

NOTE: If the AARP table is blank, AppleTalk routing might not be enabled. Use the
showcf g command to verify that routing is enabled. (See Section 1.3.1.3 on page 8.)
If routing is not enabled, see Section 1.3.1.2.

1.6.2 Setting the AARP Aging Time

Y ou can configure the PowerHub software to maintain the AARP table by specifying
the amount of time learned entries can remain inactive in the AARP table before being
removed by the software. Thistimelimitisthe AARP aging interval and isindependent of
the aging time for routing table entries.

Usetheset - ar page command to set the number of minutes alearned AARP entry
can be inactive before the PowerHub software deletes it from the AARP table.

Here is the syntax for this command:

set - ar page| saa [ <ti ne-val ue>]

where:

<tine-val ue> Specifies the number of minutes that inactive entries
remain in the AARP table. The minimum aging timeis3
minutes. The default is60 minutes.

At command prompt 28 in the example that follows, the set - ar page command is
used withthe <t i me- val ue>argument to change the AARP aging timeto 30 minutes. At
command prompt 29, theset - ar page command is used without this argument to display
the current AARP aging time.

28: Power Hub: at al k# set - ar page 30
ARP Age changed to 30 mi nutes.

29: Power Hub: at al k# set - ar page
ARP Age set to 60 minutes.
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1.6.3 Clearing the AARP Table

Use the ar p-t abl ecl ear command to clear all learned entries from the AARP
table. Hereisan example of the use of this command:

30: Power Hub: at al k# ar p-tabl ecl ear
Okay

1.7 DISPLAYING ROUTE INFORMATION

Each PowerHub system serving as a router in an AppleTak internet uses RTMP
(Routing Table Maintenance Protocol) to maintain a table of information about other
AppleTalk routes throughout the internet.

Use the r out e- t abl e command to display the AppleTak route table. For each
route, the route table lists the:

 Destination network address.

» Network address of the next hop (if the route is to another router).
» Segment number associated with the next hop.

» Cost (number of hops, or intermediate routers).

» State (good, suspect, or bad).

Periodically, each AppleTalk router (including other PowerHub systems serving as
AppleTalk routers) broadcasts RTM P packets through each of its segments configured for
AppleTak to the other AppleTalk routers and nodes adjacent to it. Asaresult, each router
inan AppleTak network always has a current list of routes to the other networks.

Here is the syntax for this command:

route-table|rt [-c|-r] [-t] [-p <seg-list>] [-n <net-addr>]

where:

-c|-r Restricts the display to only directly connected entries
(- c) or RTMPentries (- r ).

-t Displays the total number of entriesin the route table.

-p <seg-list> Specifiesthe segmentsfor which you want to display route
information.

-n <net-addr> Specifiesthe AppleTalk net address for which you want to

display route information.
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Here is an example of the use of ther out e-t abl e command.
A B C D E

31: Pov\Ler Hub: at al k#‘ rout e-tabl e‘

Desti nati on Next Hop Por t OJ)st State
2-2 .- 5 0 good
3-3 2.61 5 1 suspect
220- 220 4 0 good
774-774 2.61 5 1 bad

In this example, the routes for four destinations are shown:

A Under the Dest i nat i on column islisted the network address range for each route

in the routing table.

B TheNext Hop column labelsthe network address of therouter at the next hop. When

adestination is local to the router, the next hop field contains dashes (- - - - ).

C The Port column indicates the segment number through which the route (listed as

the destination) can be reached.

D The number under Cost indicates how many hops (routers) a packet must pass

through to reach the destination.

E The St at e column lists the state of the route.

A route can have one of three states. good, suspect, or bad. Approximately every
10 seconds, the PowerHub software broadcasts an RTMP packet to each adjacent hub
to inform these hubs of active (good) routes. When the software does not receivethis
RTMP packet within 20 seconds, it changes the status for the routes from good to
suspect.

After a route becomes suspect, the PowerHub software waits an additional 20
seconds to receive the status packet. When the packet is received within 20 seconds,
the status is changed from suspect back to good. If the packet is not received, the
status changes form suspect to bad. When a route's status changes to bad, the
PowerHub software waits another 20 seconds for an RTMP packet. If the packet still
is not received, the bad route is removed from the routing table.

Here is an example of the display produced if you use the - ¢ argument, which

displays entries only for directly connected networks:

32: Power Hub: at al k# route-table -c

Desti nation Next Hop Por t Cost State
2-2 ---- 5 0 good
220- 220 .- 4 0 good
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Because the routes listed in this display are for directly connected destinations, no
value appears under the Next Hop column for either route.
Hereis an example of the display produced if you use the - ¢ and - p arguments:

33: Power Hub: at al k# route-table -¢c -p 4

Desti nati on Next Hop Por t Cost State
220- 220 ----

4 0 good

The arguments used to produce this display restrict the information to only those
routes that are directly connected and are attached to segment number 4.

NOTE: If the route table is blank, AppleTalk routing might not be enabled. Use the
showcf g command to verify that routing is enabled. (See Section 1.3.1.3 on page 8.)

If routing is not enabled, see Section 1.3.1.2.

USING THE ROUTE CACHE

The AppleTak route cache shows, for each segment, the most recently used
destination networks. At any time, you can get an at-a-glance picture of AppleTak

routing activity in your network by displaying the AppleTalk route cache.

1.8.1 Displaying the Route Cache

Use the di spl ay-r out ecache command to display the AppleTak route cache.
AppleTak isthe syntax for this command.
di spl ay-routecache| dc [ <seg-/ist>]

where:

Specifies the segments for which you want to display information in
the route cache. If you do not specify a segment, information for all

segmentsis shown.

<seg-list>
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Here is an example of the display produced by this command:

33: Power Hub: at al k# di spl ay-rout ecache
Appl etal k router cache:
Port 01: enpty

Port 02: 111.22,111.56
Port 03: 2.22

Port 04: 2.22

Port 05: enpty

Port 06: enpty

Port 07: enpty

Port 08: empty

Port 09: enpty

Port 10: enpty

Port 11: enpty

Port 12: enpty

Port 13: enpty

Port 14: enpty

NOTE: The contents of the route cache can change quite rapidly. As a result,
successive di spl ay- r out ecache commands can give different results.

1.8.2 Flushing the Route Cache

Thefl ush-rout ecache command removes al entries for all segments from the
route cache. After the cache is flushed, new entries are again added, using the cache's
“most-recently-used” algorithm.  Thus, you can use the flush-routecache
command to ensure that al entries displayed by a subsequent di spl ay-r out ecache
command are fresh.
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1.9 DISPLAYING NBP INFORMATION

The PowerHub software uses NBP (Name Binding Protocol) to associate names with
AppleTak network numbers, node addresses, socket numbers, and other services. With
NBP, you can bind a meaningful name to any service in an AppleTalk internet. For
example, you might use NBP to bind the name“Pr i nt er 1” to asocket number to which
aprinter is attached.

NOTE: The NBP table maintained by the PowerHub software lists only the objects
registered with the PowerHub system.

For each service registered with the PowerHub system, the NBP table lists the:
» Object name.
» Object type.
» Zonein which the object resides.

Todisplay theNBPtable, usethenane- t abl e command. Hereisan example of the
information displayed by this command:

34: Power Hub: at al k# name-tabl e

Obj ect Nane Obj ect Type Zone
PORT_220. 150 Rout er Maci nt osh
PONERHUB Rout er FORE Systens

A network administrator used AppleTalk NBP to name the two objects (services)
“PORT_220. 150" and “POWNERHUB.” Both objects are registered to this PowerHub system
astype“Rout er .” They belong to different zones, “Maci nt osh” and “FORE Syst ens,”
respectively.

1.10 DISPLAYING STATISTICS

During operation of your AppleTak networks, the PowerHub software collects
statistics for AARP (AppleTalk Address Resolution Protocol), DDP (Datagram Delivery
Protocol), and AEP (AppleTalk Echo Protocol) packets.

Use the st at s command to display statistics for AppleTalk ARP, DDP, or AEP
packets. Hereisthe syntax for this command:

stats|s arp|ddp|echo [-t]

where:

ar p| ddp| echo Specifies the type of AppleTalk protocol for which you
want to display statistics.

-t Displays statistics collected since the most recent system

reset, rather than those coll ected since the most recent clear
(using the st at s- cl ear command).
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Thetypes of statistics the PowerHub software collects and displays depends upon the
protocol type.

Hereis an example of information displayed for the AARP protocol:

35: Power Hub: at al k# stats arp
ARP Statistics:

Requests received: 992
Replies received: 296
Invalid packets received: 0
Request s sent: 79
Replies sent: 0

Hereis an example of the information displayed for the DDP protocol:

36: Power Hub: at al k# stats ddp

Qut Requests: 93734
Qut Shorts: 0
Qut Longs: 93734
I n Receives: 82180
Forward Requests: 63849
In Local Datagrans: 78658
No Proto Handl er: 0
Qut No Routes: 0
Too Short Errors: 0
Too Long Errors: 0
Broadcast Errors: 0
Short DDP Errors: 0
Hop Count Errors: 0
Checksum Errors: 0
Config Address Errors: 0
Config Zone Errors: 0

Here is an example of the information displayed for the AEP (echo) protocol:

37: Power Hub: at al k# stats echo

Echo requests received: 39596
Echo replies received: 0
Echo requests sent: 0

NOTE: If a table displayed by the st at s command contains al zeroes for the
statistics amounts, AppleTalk routing might not be enabled. Use the showcf g
command to verify that routing is enabled. (See Section 1.3.1.3 on page 8.) If routing
is not enabled, see Section 1.3.1.2 on page 8.
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1.11 CLEARING APPLETALK STATISTICS

To clear the statistics collected since the most recent clear, use the st at s- cl ear

command:
stats-clear|sc arp|ddp| echo
where:
ar p| ddp| echo Specifies the type of AppleTalk protocol for which you

want to clear statistics.

1.12 TESTING A NETWORK ADDRESS

Y ou can usethepi ng command to test the accessibility of and round-trip delay to any
AppleTak node. This command sends an AEP (AppleTak Echo Protocol) packet to the
specified node. The AEP packet contains an instruction to the receiving device to forward
the packet back to the sending PowerHub system, thus verifying receipt of the packet.

To send an AEP packet, use the following command:

pi ng <net-addr>. <node-addr> [ <time-out> [ <pktsize>]]
where:

<net - addr >. <node- addr >

Specifies the network node to which you want to send the
test packet.

<ti meout > Optionally specifies the number of seconds the PowerHub
system waits to receive areply packet from the specified
node. Thedefaultis15 seconds.

<pktsi ze> If you usethe <t i neout >argument, optionally specifies
the size of the echo packet you want to send to the node.
The packet size is measured in bytes. Y ou can specify a
packet size of 64-586 bytes. The default is64 bytes.

Thefollowing example shows the results of the pi ng command when an AEP packet
is successfully received by the sending PowerHub system:

39: Power Hub: at al k# ping 220. 150
220.150 is alive

If the target node to which you send an AEP packet is not found, or if the timeout
expires before the return packet is received, an error message is displayed.

In such acase, check the routetable for the network on which the specified target node
resides. If the network islisted in the table, check the configuration for the target node to
ensure it has learned the current network and zone-related information. If the route table
and target node are okay, check the physical connections between the PowerHub system
and the target node.
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2 IPX Commands

This chapter describes the commands in the ipx subsystem and tells you how to use

the commands to configure and manage the PowerHub system as an IPX router. Y ou can
use the commands in this subsystem to perform the following tasks:

Allocate main memory for IPX. (See Section 2.4.)

Display the IPX configuration. (See Section 2.5.)

Configure an IPX interface. (See Section 2.6.)

Enable IPX forwarding and set other IPX parameters. (See Section 2.7.)
Usethe IPX Route Table. (See Section 2.8.)

Usethe IPX Route Cache. (See Section 2.9.)

Usethe IPX Server Table. (See Section 2.10.)

Configure IPX RIP and SAP. (See Section 2.11.)

Display and clear statistics. (See Section 2.13.)

Configure the hub to assist IPX broadcast packets. (See Section 2.14.)

2.1 ACCESSING THE IPX SUBSYSTEM

To access the ipx subsystem, issue the following command at the runtime command

prompt:

i px
Most of the commands in this chapter assume that you have changed the focus of the

command prompt to “i px.” A few commands, such as get nem are not in the ipx
subsystem. This chapter identifies such commands by listing their subsystem name with
the command (ex: mai n get mem)
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2.2 IPXSUBSYSTEM COMMANDS

CH. 2

Table 2-1 lists and describes the ipx subsystem commands and their syntax. For
each command, the management capability (root or monitor) is listed, as well as the
section that contains additional information about the command.

TABLE 2-1 IPX subsystem commands.

Command and Description Capability*  See...
add-interface] ai R 26.2
<seg-1list> <network>
[ <mtu>] [enet]|802. 3| 802. 2| snap] [cost <cost>]
Adds an IPX interface.
add-rout e| ar R 282
<net wor k> <gw- net> <gw addr> <seg> <hops>
<ticks>
Adds an IPX route.
add- server| as R 2.10.2
<s-type> <s-net> <s-addr> <s-sock> <s- hops>
<s- nane>
Adds an IPX server.
del -interface|di <seg-list> all <network>| all R 2.6.5
Deletes an IPX interface.
del - rout e| dr <networ k> <gw net > <gw addr > R 2.8.3
Deletesan IPX route.
del -server | ds <s-type> <s-nane> R 2.10.3
Deletesan IPX server.
di spl ay-routecache| dc [ <seg-/ist>] RorM 2.9
Displaysthe IPX route cache.
flush-routecache|fc R 29.2
Flushes the route cache.
hel per add R 2142

<net wor k> <node- addr > <socket> <seg-1list>
Adds a helper address to the specified segment(s).

* R= Root, M=Monitor.
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TABLE 2-1 (Continued) IPX subsystem commands.

Command and Description Capability*  See...

hel per del ete <seg-/ist> R 2144
Deletes a helper address from a specified segment(s).

hel per show RorM 2144
Shows the helper address for all segments.

interface-table|it [-p<seg-list>] [-n <network>] RorM 264
Displaysthe IPX interface table.

rip-control-tbl|rco add|a R 21132
<network> <parmlist>all yes|y no|n
Controls the mode for sending and receiving RIP and SAP updates.

rip-control-tbl|rco del|d <network> R 21142
Deletes the specified network’sr i p- contr ol -t bl entries.

rip-control-thl|rco shows|s [ <network>] Ror M 21122
Shows the RIP control table entry for the requested network.

ri p-pset|rpse R 21131
<seg-list>all <parmlist> all yes|y|no|n
Enables IPX RIP on a per-segment basis.

ri p-sap-ctrl-type|rsct [normal|n vlan|v] R 2111
Controls the mode for sending and receiving RIP and SAP updates.

ri p-showcfg|rscf [<seg-/ist>] RorM 21121
Displaysthe current IPX RIP configuration.

rip-stats|rst [-t] RorM 2132
Displays IPX RIP statistics.

rip-stats-clear|rstc R 21321
Clearsthe IPX RIP statistics.

route-table|rt Ror M 281
[-c|-r] [-p <seg-list>| -n <network>] [-t]
Displaysthe IPX route table.

*R= Root, M=Monitor.
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TABLE 2-1 (Continued)

IPX subsystem commands.

CH. 2

Command and Description Capability*  See...
sap-control -tbl|sco add|a R 21132
<networ k> <parmlist>all yes|y|no|n
Sets SAP parameters for the specified network address.
sap-control -tbl|sco del|d <network> R 21142
Deletes the specified network’ssap- cont r ol -t bl entries.
sap-control -tbl | sco show s [ <network>] Ror M 21122
Shows the SAP control table for the requested network.
sap- pset | spse R 21131
<seg-list>all <parmlist>all y|yes|n|no
Defines IPX SAP options on a per-segment basis.
sap- showcf g| sscf [ <seg-/ist>] RorM 21121
Displays the current IPX SAP configuration.
sap-stats]|sst [-t] RorM 2133
Displaysthe IPX SAP statistics.
sap-stats-cl ear|sstc R 21331
Clearsthe IPX SAP statistics.
server-tabl e| st RorM 2101
[-s <s-type>] [-p <seg-list>]
[-n<network>] [-i <nane>]
[-f | -t | -a]
Displaysthe IPX server table.
set | se R
hel per enl|dis 2141
i pxForwar di ng| xfw enl |dis 2.7
| arge-rip-sap-pkt| | pkt enl|dis 2115
rip-timersjrtnr 21231
<rip-bcast-intvl> [ <rip-age>]
sap-timers|stnr 21232

<sap- bcast-intvl > [ <sap- age>]|

*R= Root, M=Monitor.
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TABLE 2-1 (Continued) IPX subsystem commands.

Command and Description Capability*  See...

type20-forwarding|t20fw enl|dis 21221

Enables or disables IPX forwarding and the generation of large RIP and SAP
packets. Also, usetheset command to specify the SAP and RIP broadcast
interval and age timer values, to enable type-20 packet forwarding, and to
define IPX helper addresses.

showcf g| scf RorM 25

Displays the current settings of IPX parameters.

stats|s [ipx|type20] [-t] RorM 2.13

Displays IPX statistics.

stats-clear|sc [ipx]|type20] R 21311

Clears IPX statistics.

type20-port-forwarding|tpfw enl|dis R 21222
<seg-list>|all

Enables or disables forwarding of type-20 packets to or from the specified

segments.

type20-port-forwarding|tpfw show <seg-/ist>| all RorM 2121

Displays whether type-20 packets are being forwarded to or from the specified

segments.

*R= Root, M=Monitor.

2.3 GETTING STARTED

To set up the PowerHub system for IPX routing, you must perform the following

steps:
D)
(2)
3)
(4)
()
(6)

Allocate memory for IPX routing. (See Section 2.4.)

Configure IPX interfaces on PowerHub segments. (See Section 2.6.2.)

Enable IPX forwarding. (See Section 2.7.)

(Optional) Configure static IPX routesin the IPX route table. (See Section 2.8.)
(Optional) Configure static serversin the IPX server table. (See Section 2.10.)

Enable forwarding and sending for the IPX RIP (Routing Information Protocol)
and SAP (Service Advertising Protocol) as needed. (See Section 2.11.3.)
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(7) (Optional) Enable forwarding and sending of large IPX RIP and SAP packets.
(See Section 2.11.5.)

(8) (Optional) Enable sending and forwarding of type-20 packets. (See Section 2.12.)

(9) (Optional) Enable automatic segment-state detection, if you want the route state
for asegment to reflect the corresponding segment’ s physical connection state (up
or down). For information on enabling automatic segment-state detection, seethe
Installation and Configuration Manual for your PowerHub system.

After setting up IPX routing, you can check connectivity to hosts and other routers
using commands on NetWare workstations and servers. For example, the “SLI ST”
command on workstations displays al reachable file serversin the IPX internet, and the
“DI SPLAY NETWORKS” and “DI SPLAY SERVERS” commands on file servers show all
reachable networks and servers. You aso can check connectivity from the PowerHub
systemusingtheser ver -t abl e andr out e- t abl e commandsin the ipx subsystem.

NOTE: The network and server information displayed by workstations, servers, and
the PowerHub system might take a few minutes to reflect changes in network
configuration because of the relatively slow convergence time of RIP and SAP.

When you are satisfied with your IPX configuration, we recommend that you save
the configuration using the ngnt savecfg <file-nane> command, where
<fil e- nane> isthe name of a configuration file. For information on this command and
on configuration files, see the Installation and Configuration Manual for your PowerHub
system.

2.4 ALLOCATING MEMORY

Before you can use the ipx subsystem, you must allocate a portion of the PowerHub
main memory for use by the ipx subsystem. Regardless of how much main memory your
PowerHub system contains, you must allocate memory specifically for use by the ipx
subsystem.

NOTE: FORE Systems recommends that you allocate memory for the IPX subsystem
immediately after you boot the PowerHub system to ensure that the memory you
request is available. For more information, see the PowerHub Installation and
Configuration Manual for your PowerHub system.

You cannot deallocate memory. To free allocated memory, make sure the configuration
file does not contain amai n get memcommand, then reboot the software.

To allocate memory for the IPX subsystem, issue the following command:
mai n getmem i px
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2.5 DISPLAYING THE IPX CONFIGURATION

You can display the current IPX settings on the PowerHub system by issuing the
showcf g command. Hereisan example of the information displayed by this command

6: GE: i px# showcfg
| PX Configuration:

| PX Rout er: Merory Avai l abl e
| PX Forwar di ng: enabl ed

| PX Type20 Packet Forwardi ng: enabl ed

| PX Hel per Feature: enabl ed

Large RIP and SAP Packets: di sabl ed

RI P broadcast tiner interval: 60
SAP broadcast tiner interval: 60
RIP aging tiner interval: 180
SAP aging tiner interval: 180

Y ou can set any of the IP configuration items listed in this display.

| PX Rout er Indicates whether main memory has been allocated for the |IPX
subsystem. (See Section 2.4.)

| PX Forwar di ng Indicates whether IPX forwarding is enabled or disabled.
(See Section 2.7.) The default setting is disabled.

| PX Type20 Packet Forwardi ng
Indicates that the hub is configured to forward type-20 IPX
packets. (See Section 2.12.) The default setting is enabled.

| PX Hel per Feature
Indicates the setting of the IPX helper feature. When enabled,
this feature allows the hub to forward unknown IPX broadcast
packets. (See Section 2.14.)

Large RI P and SAP Packets
Indicates whether the hub is enabled to forward large (longer
than 576 bytes) IPX RIP and SAP packets. (See
Section 2.11.5.) The default setting is disabled.

RI P broadcast tinmer interval
Indicates how often the hub sends RIP broadcasts.
(See Section 2.12.3.) The default is 60 seconds.

SAP broadcast tiner interval
Indicates how often the hub sends SAP broadcasts.
(See Section 2.12.3.) The default is 60 seconds.
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RIP aging tinmer

SAP aging tiner

CH. 2

i nterval
Indicates how many seconds a learned, unused IPX route can
remain in the routetable beforeit isremoved by the software’s
aging mechanism (See Section 2.12.3.) The default is 180
seconds, but if you choose a value other than the default, the
RIP aging timer interval is always three times the RIP packet
aging interval.

i nterval
Indicates how many seconds alearned, unused IPX server can
remainintheserver table beforeitisremoved by the software’ s
aging mechanism. (See Section 2.12.3.) The default is 180
seconds, but if you choose a value other than the default, the
SAP aging timer intervals aways three times the SAP packet
aging interval.

You can configure any of the IPX configuration items listed in this display.
Sectionsin this chapter describe the commands you use to set these items,

NOTE: For information on displaying RIP and SAP settings, see Section 2.11.2.

2.5.1 Saving Your IPX Configuration

After you verify your IPX configuration, you can save the configuration using the
mgnt savecf g <fil e- name>command or thet ft p svcf g <fil e- nanme>command,
where <fil e- nane> is the configuration file name. When you save your current
configuration, the modificationsyou maketo usethe |PX subsystem are available next time
you reboot the PowerHub system. For information about this command, see the
Installation and Configuration Manual, V 2.6 for your PowerHub system.
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2.6 CONFIGURING IPX INTERFACES

To configure an IPX interface, use the add-interface command (see
Section 2.6.2). This section describes how to use the add-i nt er f ace command.
Before you begin configuring the IPX interfaces, we recommend you read the
considerationsin Section 2.6.1.

2.6.1 Considerations

» |IPX network addresses have two parts, a 32-bit network number and a 48-bit node
number. The node number is generally the same as the node’ s MAC-layer hardware
address. Before enabling IPX routing, you must assign a 32-bit IPX network number
to each PowerHub segment that will route |PX packets. The range for valid network
numbersisi throughOoxfffffffe

» A connection to a network segment is sometimes called an interface. The IPX
software maintains an “interface table,” discussed in Section 2.6.4, to keep track of
network/segment assignments. Use the add-i nterface, interface-table,
anddel - i nt er f ace commands to configure IPX networks on segments.

» We recommend that you assign IPX network numbers in accordance with your own
organization’ sguidelines. If your organization does not have such guidelines, refer to
aNetWare reference manual for suggestions.

e The data portion of an IPX packet can be “encapsulated” in one of four different
formats before being transmitted on an Ethernet segment. (See Appendix C in the
PowerHub Software Manual, V 2.6 for information on these formats.) The network
administrator establishes an encapsulation for each IPX network. The choice of
encapsulation is established in end-user stations, in servers, and in routersthat connect
multiple IPX networks, by avariety of means:

End-stations ~ The encapsulation is usually specified in the station's NET.CFG

file.

Servers The encapsulation is determined by commands in the server's
AUTOEXEC.NCFfile.

Routers In the PowerHub software, the encapsulation is determined by a
parameter of the add-interface command, explained in
Section 2.6.2.

» The encapsulation specified for a PowerHub interface must match the encapsulation
used by IPX servers and workstations on the network attached to that interface.

* InNetWareversions prior to 3.1, Ethernet stations use a default encapsulation type of
802.3. Asaresult, selectingthe802. 3 encapsulation in the PowerHub configuration
generally worksin such pure Novell Ethernet networks.
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» Inamixed environment, if any other protocols use 802.3 encapsulation (ex: TCP/IP
on certain Hewlett-Packard workstations), then 802.3 encapsul ation must not be used
for IPX. Thereis no way to distinguish between IPX and other packets in this case.
Theenet encapsulation is often the best choice in such environments.

* VAX hosts running NetWare for VMS use Ethernet Il encapsulation, as do many
UNIX hosts. In such cases, we recommend that you use the enet encapsulation.

Some networks use either 802.2 or 802.2/SNAP encapsulation to help support the
coexistence of multiple logical links and protocols across heterogeneous physical
networks. In this case, we recommend that you use the 802. 2 or snap encapsulation.
Individual situations might vary.

For proper network operation, the choice of encapsulations within each 1PX network
must be consistent. However, servers and routers have the ability to trandate packets
from one encapsulation into another when forwarding packets between networks.

NOTE: You aso can configure the PowerHub system to perform IPX trandation
bridging. However, IPX trandation bridging is independent of 1PX routing—they are
mutually exclusive. We recommend that you do not enable both IPX trandation
bridging and IPX routing. If both IPX trandation bridging and IPX routing are
enabled, IPX routing takes precedence over IPX trandlation bridging.

2.6.2 VLAN Support

PowerHub software version 2.6 provides full IPX Virtual LAN (VLAN) support.
These capabilities are described in Appendix D of the PowerHub Software Manual,
V 2.6.

2.6.3 Adding an IPX Interface

Use the add-interface command to assign an IPX interface (sometimes
referred to as a network number) to one or more PowerHub segments. When you add an
interface, the software al'so makes an entry in the route table, to show that the network is
directly connected to the specified segment. (See Section 2.8.)

Hereisthe syntax for theadd- i nt er f ace command.

add-interface] ai

<seg-list> <network> [ <nt u>]
[enet| 802. 3] 802. 2| snap] [cost <cost>]

where:

<seg-1list> Specifies the segment number(s) to which you are assigning the IPX
interface. Y ou can specify a single segment, acomma-separated list
of segments, or a hyphen-separated range of segments.

NOTE: If you specify more than one segment number per interface, you are creating
an IPX interface for a virtual LAN (VLAN). See Appendix D in the PowerHub
Software Manual, V 2.6 for information on IPX VLANS.
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Specifiesan IPX network number. Specify ahexadecimal numberin
therangefrom 1 throughf f fffffe.

Specifies the maximum transmission unit (number of octets) for
packets forwarded on this segment. Specify anumber in the range
from 576 through 1500. Thedefaultis576.

NOTE: The <nt u> parameter actually is not used in the current version of PowerHub
software, but is provided for compatibility with future IPX protocol requirements.

enet | 802. 3] 802. 2| shap

cost <cost>

Specifies the type of encapsulation to be used for IPX packets sent
and received on this segment. Y ou can specify one of the following
encapsul ation types:

enet Ethernet I1.

802.3 IEEE 802.3.

802. 2 |EEE 802.3 with 802.2 (LLC) header.

snap |EEE 802.3 with 802.2 (LLC) and SNAP headers.

IPX packets (such as RIP and SAP packets) generated on this
segment have the specified encapsulation. 1PX packetsreceived ona
segment with one encapsulation are translated into other
encapsulations as required for forwarding to other segments. The
defaultis802. 3.

Specifies an additional cost (extra hops) of using the interface. You
can specify a cost in the range 1-14. When the PowerHub software
reports this subnet using RIP, it adds the additional cost to the
reported metric.

Here are some examples of the use of this command.

Added

Added

1: Power Hub: i px# add-interface 1 1001 enet
Port 1, Network 1001, MIU 576, Cost 0, Franme type Ethernet ||

2: Power Hub: i px# add-interface 6 2002 enet cost 1
Port 6, Network 2002, MIU 576, Cost 1, Frane type Ethernet ||

The first command creates an IPX interface on segment 1. Because this interface is
intended to be used as the primary route to the PowerHub system from arouter, no cost is

specified.

The second command creates an IPX interface on segment 6. However, a cost has
been added to this interface. The PowerHub RIP software adds this cost to the route
when it reportsit to the other routers attached to segment 6.
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Hereis an example of theadd- i nt er f ace command used to add an IPX network
to more than one PowerHub segment. This command creates an IPX VLAN.

23: Power Hub: i px# add-interface 1-3 55ccdd55 576 802.2
Port 1, Network 55ccdd55, MIU 576, Frane type 802.2
Added

Port 2, Network 55ccdd55, MIU 576, Frane type 802.2
Added

Port 3, Network 55ccdd55, MrU 576, Frane type 802.2
Added

2.6.4 Displaying the Interface Table

You can view the network numbers assigned to segments by using the
i nterface-tabl e command. Hereisthe syntax for this command.

interface-table|lit [-p <seg-list>] [-n <network>]
where:

-p <seg-list> Specifies the segments for which you want to display IPX interface
information. 1f you specify alist or range of segments, information
is shown for only those segments that have IPX interfaces.

- n <net wor k> Specifiesthe | PX network for which you want to display information.

The display includes the segment state—UP, if the segment is up, or DOWN, if you
have disabled the segment or if the automatic segment-state detection mechanism has
determined the segment to be down.

Here is an example of the information displayed by this command. In this example,
the interfaces defined in the command example in Section 2.6.2 are displayed.

25: Power Hub: i px# interface-table
Port Network Address Mru Encapsul ati on State Cost
1 00001001 576 enet UP 0
1 55ccdd55 576 802. 2 UP 0
2 55ccdd55 576 802. 2 upP 0
3 55ccdd55 576 802. 2 UP 0
6 00002002 576 enet UP 1
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2.6.5 Deleting an IPX Interface

The del -i nt er f ace command deletes an IPX interface. Here is the syntax for
this command.

del -interface <seg-/ist> all <network>| all

where:

<seg-list> all  Specifiesthe segment(s) from which you want to delete the network
number. If you specify al | , the network number is removed from
all the PowerHub segments.

<net wor k>| al | Specifiesthe |PX network you want to delete. If you specify al | , all

IPX networks are deleted from the specified segment(s).

2.7 ENABLING IPX FORWARDING

After you define the IPX interfaces (see Section 2.6.2), you are ready to enable IPX
forwarding. By enabling IPX forwarding, the IPX software can send and receive RIP and
SAP updates, and respond to RIP and SAP requests from stations.

Use the following command to enable IPX forwarding:
set|se i pxForwarding|xfw enl|dis
where:

enl | dis Specifieswhether you are enabling or disabling IPX forwarding. The
defaultisdi s.

2.8 USING THE ROUTE TABLE

The PowerHub software stores information about IPX routes in a data structure
caled the route table. Thisinformation is used when forwarding IPX packets. The table
contains two types of routes:

Dynamic routes Directly attached (local) routes and routes learned by the
system through IPX RIP. When you add an IPX interfaceto a
PowerHub segment, the software adds a corresponding entry to
the IPX route table. Such routes are regarded by the software
aslocal routes. The routing software automatically routes any
incoming IPX packet whose destination addressison adirectly
attached network to the corresponding segment.

Additional information is required to route packets to
destinationsthat are not directly attached. 1PX routersusetheir
own version of RIP to dynamically discover routes to
non-directly-attached nodes and networks.

Satic routes Configured using the add- r out e command. Y ou can add
static routes for routing to remote IPX networks. Static routes
are not subject to the software’ s aging mechanism and can be
removed only by thedel - r out e command.
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Usether out e- t abl e command to display the IPX route table. Hereisthe syntax
for this command.

route-table|rt

[-cl-r]

where:
-c|-r

-p <seg-list>

-n <networ k>

-t

[-p <seg-list>-n <network>] [-t]

Restricts the display to one of the following:
-Cc  Only directly connected entries
-r  Only remotely attached entries

Specifies the segment(s) for which you want to display route
information.

Specifies the IPX network for which you want to display route
information.

Displaysthe total count of UP and DOWN routes.

Here is an example of the display produced by this command:

60: Power Hub: i px# route-table

Dest net Gnay- net  Gnay- nodeaddr Hops Ticks State Age Ports
00001001 -------- ------------ 1 2 U 1
00002002 -------- ------------ 1 2 W 6
55ccdd55 -------- a---oo-o-- 1 2 U 1
55ccdd55 -------- o----------- 1 2 U 2
55ccdd55 -------- ------------ 1 2 W 3
008ffff9 96aabb69 00-00-99- 88-88-88 2 3 U 8
054ffff9 f4f4f4f4 00-00-99-22-22-22 2 3 W 4
064ffff9 faf4f4f4 00-00-99-22-22-22 2 4 UP 4
011ffff9 96aabb69 00-00-99-11-11-11 2 3 U 3
165ffff9 00fabcab 00-00-99-44-44-44 2 3 W 9
Total no. of routes = 10 (10 UP, 0O DOMN)

This command displays the following information about IPX routes:

Dest net
Gnray- net

Gnay- nodeaddr

Hops
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The IPX network number of the destination network.

If the destination is not directly attached, thisfield containsthe
IPX network number of the gateway (IPX router) through
which packets for the destination are to be routed.

If the destination is not directly attached, thisfield containsthe
node address of the IPX gateway (router) through which
packets for the destination are to be routed.

The number of gateways, including the PowerHub, that a
packet must go through to reach the destination. If a network
is directly attached, the hop-count is 1.
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Ti cks The number of 55-mSticksthat can be expected for apacket to
reach its destination. If all of the network segments along the
route have a bandwidth of 1 Mb/s or more, the number of ticks
generally equals the number of hops plus 1. Otherwise, itis
larger to account for the slower segments.

St at e Thisisthe state of the route; possible states are UP and DOMN.
When a segment goes down, its state is updated in the interface
table. All routesthat use this segment are marked DOWN in the
route table, and all serversthat are not accessible except
through this segment are marked as DOAN in the server table.

When the segment comes back up, its stateis again updated in
theinterfacetable. All routesthat usethissegment are marked
as UP in the route table, and servers that are now accessible
through this segment are marked as UP in the server table.

Age For dynamic routes, the number of seconds that have elapsed
since this routing information was received. The Age field
displays*- - - " for direct/static routes. For RIPentries, the Age
field displays how long it has been since a routing update for
the route has been received.

Ports Liststhe segments on which packetsfor this destination should
be forwarded.

The software does not contain a command to directly take a static route DOMN. To
take DOWN a static route, usethedel et e- r out e command to remove the route.
(See Section 2.8.3.)

2.8.2 Adding a Static Route

To assign the route to be used when forwarding to a particular network, use the
add- r out e command. Hereisthe syntax for this command.

add-rout e| ar <networ k> <gw net> <gw addr> <seg> <hops>
<ticks>
where:

<net wor k> Specifies the destination IPX network number, a 32-bit value
expressed as up to eight hexadecimal digits. Specify anumber inthe
range from 1 throughff fff f f e.

<gw net > Specifies the network number of the gateway (IPX router) through
which packets for the destination network are to be routed. This
network number must be the same as a network number that is
aready configured onthe segment specified by the<s eg>argument.
Specify anumber in therange from 1 throughfffff f f e.

<gw addr > Specifies the IPX node number of the gateway (router) to which
packets for the destination network should be forwarded. An IPX
node number is actually a 48-bit MAC-layer address. Such an
addressis expressed in PowerHub commands as six hexadecimal
bytes separated by hyphens.

The gateway should be a device connected to a network that is
directly attached to the PowerHub segment specified in the <seg>
argument.
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<seg> Specifies the PowerHub segment on which a packet should be
forwarded to reach the specified gateway and, eventually, the
specified network.

<hops> Specifies the number of hops to the destination, that is, how many
gateways a packet must go through to reach the specified network.

A hop-count of 1 corresponds to a direct connection. (Note,
however, that you cannot add a route to a network that is directly
attached.)

The maximum number of hopsis 15; ahop-count of 16 is
synonymous with “infinity” and means that the specified network is
unreachable.

<ticks> Specifies the typical delay expected for a packet to reach its
destination, measured in 55-mS “ticks.”

In Ethernet, FDDI, and other networks with bandwidths greater than
1 Mbfs, each network is assumed to create a delay of onetick. If a
route includes only such networks, the number of ticks should be set
equal to the number of network segmentsin the route, which isthe
number of hops plus 1. However, routing paths that include slow,
wide-arealinks (ex: 56 Kb/s |eased lines) should have alarger
number of ticks to account for the slow links.

Ticks are represented in IPX by 16-bit integers, so the practical
maximum number of ticksis far less than the number that you can
enter here.

A statically-entered IPX route is always marked as “UP” when it is added. The
route is automatically marked as “DOWN” when the corresponding segment is disabled,
either manualy in the bridge subsystem! or automaticaly by the automatic
segment-state detection mechanism.

When routing a packet to a remote network, the IPX routing software selects the
route with the lowest number of ticks, regardiess of whether it is a static route or a
dynamic route. When two or more routes to a remote network have an equal number of
ticks, the router chooses the route with the smallest number of hops.

An example of theadd- r out e command is shown below:

50: Power Hub: i p# add-route 008ffff9 96aabb69 0-0-99-88-88-88 8 2 3
Route to 008ffff9 via 96aabb69: added.

The result of this command is that packets directed to network 008f fff9 are
forwarded on segment 8 to a gateway with address 0- 0- 99- 88- 88- 88, and can
expect to require a total of 2 hops and 3 ticks to reach a station on the destination
network.

1. To manually disable a segment, issuethe br i dge port <seg-/ist> di s command, where <seg- /i st >
specifies the segment(s) you want to disable. See Section 2.3 in the PowerHub Software Manual, V 2.6.
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2.8.3 Deleting a Static Route

Y ou can completely eliminate a static route using the del - r out e command. Here
isthe syntax for this command.

del -rout e| dr <network> <gw net> <gw addr >

where:

<net wor k> Specifies the destination IPX network number, a 32-bit value
expressed as up to eight hexadecimal digits.

<gw- net > Specifies the network number of the gateway (IPX router).

<gw addr > Specifies the IPX node humber of the gateway (router).

2.9 USING THE ROUTE CACHE

The IPX route cache shows, for each segment, the most recently used destination
networks. At any time, you can get an at-a-glance picture of IPX routing activity in your
network by displaying the IPX route cache.

2.9.1 Displaying the Route Cache

Use the di spl ay-rout ecache command to display the IPX route cache. Here
isthe syntax for this command.

di spl ay-routecache| dc [ <seg-/ist>]
where:

<seg-list> Specifies the segments for which you want to display information in
theroute cache. If you do not specify a segment, information for all
segments is shown.

Here is an example of the output produced by this command. The cache displayed
in this exampleis for a PowerHub system containing 14 segments.

66: Power Hub: i px# di spl ay-r out ecache
| PX router cache:

Port O1: enpty

Port 02: enpty

Port 03: 011ffff9, 96aabb69

Port 04: fA4f4f4f4, 054ffff9, 064ffff9
Port 05: enpty

Port 06: enpty

Port 07: enpty

Port 08: 00000022

Port 09: 00fabcab, 165ffff9

Port 10: enpty

Port 11: enpty

Port 12: enpty

Port 13: enpty

Port 14: enpty
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NOTE: The contents of the route cache can change quite rapidly. As a result,
successive di spl ay- r out ecache commands can give different results.

2.9.2 Flushing the Route Cache

Thefl ush-rout ecache command removes al entries for all segments from the
route cache. After the cache is flushed, new entries are again added, using the cache's
“most-recently-used” algorithm.  Thus, you can use the flush-routecache
command to ensure that al entries displayed by a subsequent di spl ay-r out ecache
command are fresh.

In the following example, the route cache is flushed once and then quickly displayed
two times.

67: Power Hub: i px# flush-routecache
I PX router cache flushed

68: Power Hub: i px# di spl ay-rout ecache
| PX router cache

Port 0O1: enpty

Port 02: enpty

Port 03: 96aabb69

Port 04: f4f4f4f4

Port 05: enpty

Port 06: enpty

Port 07: enpty

Port 08: enpty

Port 09: enpty

Port 10: enpty

Port 11: enpty

Port 12: enpty

Port 13: 00001fdl

Port 14: enpty

69: Power Hub: i px# di spl ay-r out ecache
| PX router cache

Port O1l: enpty

Port 02: enpty

Port 03: 96aabb69, 011ffff9
Port 04: f4f4f4f4, 054ffff9
Port 05: enpty

Port 06: enpty

Port 07: enpty

Port 08: 00000022

Port 09: 00f abcab

Port 10: enpty

Port 11: enpty

Port 12: enpty

Port 13: 00001fdl

Port 14: enpty
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2.10 USING THE SERVER TABLE

The PowerHub IPX software stores information about NetWare file servers and
other NetWare services in a data structure called the server table. The IPX routing
software maintains a server table containing information that it uses when advertising
services and responding to server information requests using SAP (Service Advertising
Protocol). The table contains two types of servers.

Dynamic servers

Satic servers

L earned by the system through the SAP. IPX file servers, print
servers, and other service providers advertise their existence
using SAP. Thisinformation islearned by all IPX routersin
the network. When an IPX station requires a service, it uses
SAP to request server information from the nearest router.

Configured by a system administrator, using the

add- ser ver command. The IPX routing software always
has SAP enabled, and servicesare alwaysbeing discovered and
advertised dynamically. Although the information learned
through SAP is usually sufficient for good network behavior,
there might be occasions in which you would like to make
permanent entries in the server table. For example, you can
make permanent entries in the server table to ensure quick
availability of service information after a network outage.
Static service assignments can be used for this purpose.

adding a route.

NOTE: Before you can add a server to the PowerHub IPX server table, you must add a
route (to the IPX route table) to the server’s net. See for Section 2.8.2 information on

When responding to IPX stations' requests for the information on the “nearest”
server of a given type, the PowerHub IPX software selects the server with the best route
as determined from the route table, regardless of whether the server is static (added to the
server table permanently by the add- ser ver command) or dynamic (learned through
SAP). If there are equally good routes to two or more servers, the software chooses the
server with the least number of hopsin the server table.
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2.10.1 Displaying the Server Table

To display the IPX servers known to the PowerHub system, issue the following
command.

server-tabl e| st

[-s <s-type>] [-p <seg-list>] [-n <network>]
[-1 <nanme>] [-f | -t | -a]

where:

-S <s-type> Specifies the type of service, either amnemonic or a 16-bit number
intherange O through f f f e, expressed as up to four hexadecimal
digits:

Mnemonics Server-type(hex)
PRINT-QUEUE 0003
FILE-SERVER 0004
JOB-SERVER 0005
PRINT-SERVR 0007
ARCHIVE-SVR 0009
REM-BRIDGE 0024
ADVRT-PRINT 0047

-p <seg-list> Specifies the segment(s) for which you want to display route
information.

-n <network> Specifies the IPX network number of the server.

-1 <nanme> If you specify aserver name here, only information that appliesto the

specified server is displayed.
-fl-t]-a Specifies the type of entries you want to display:

-f  Displaysthe entire server name, up to 48 characters.
Otherwise, amaximum of 24 charactersisdisplayed to keep the
display within an 80-character line.

-t Displaysonly thetotal count of UP and DOWN server entries.

-a Displaysthenetwork number and MA C address of the next-hop
gateway.

Hereis an example of the output produced by this command.

73: Power Hub: i px# server-table

Server-type Srvr-net Server-node Sock Hop State Port Age Server-nane
FI LE- SERVER 00f abcab 00- 00- 88-88-88-88 1010 2 uP 9 eng- server
00f f f Af 4f 4f 4 00- 00- 99- 66- 66-66 f4f4 2 urP 4 cor p-server
00f e f 4f 4f 4f 4 00- 00- 99- 66-66-66 f4f4 2 UP 4 boss-t oast er
0123 f Af Af 4f 4 00- 00- 99- 66- 66-66 f4f4 2 uP 4 espresso- nkr

Total no. of servers =4 (4 UP, 0 DN
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This command displays the following information from the server table:

Server-type

Srvr - net
Server - node
Sock

Hop

State

Port
Age

Ser ver - name

2.10.2 Adding a Static Server

Specifies the type of service, either amnemonic or a 16-bit
number in the range O through f f f e, expressed as up to four
hexadecimal digits.

The IPX network number of the server.
The IPX node number of the server.

The IPX socket number on which the server accepts requests
for service.

The number of gateways, including the PowerHub system, that
apacket must go through to reach the server. If theserverison
adirectly-attached network, the hop-count is 1.

Thisisthe state of the server; possible states are “UP” and
“DOWN.”

The segment on which the entry was learned.

For dynamic servers, the number of seconds that have elapsed
since this information was received.

The name of the server, up to 48 ASCII characters.

To add a server to the server table, use the add- ser ver command. Here is the

syntax for this command.
add-server| as

<s-type> <s-net> <s-addr> <s-sock> <s-hops> <s-nane>

where:
<s-type>
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Specifies the type of service, either amnemonic or a 16-bit number
in therange O through f f f e, expressed as up to four hexadecimal
digits:

Mnemonics Server-type(hex)
PRINT-QUEUE 0003
FILE-SERVER 0004
JOB-SERVER 0005
PRINT-SERVR 0007
ARCHIVE-SVR 0009
REM-BRIDGE 0024
ADVRT-PRINT 0047
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<s-net>

<s- addr >

<s-sock>

<s- hops>

<s- nane>

CH. 2

Specifiesthe IPX network on which the server resides, a 32-hit
number expressed as up to eight hexadecimal digits.

Notethat the PowerHub software does not accept theadd- ser ver
command if there is no known route to the server’s network at the
time the command is given. Specify a number in the range from 1
throughfffffffe.

Specifies the IPX node number of the server. Thisisa48-bit
MAC-layer address, expressed as six hexadecimal bytes separated by
hyphens.

Specifies the IPX socket number on which the specified server
accepts requests for service.

Specifies the number of hops to the specified server, that is, how
many gateways a packet must go through to reach it. The maximum
number of hopsis 15; a hop-count of 16 is synonymous with
“infinity” and means that the specified server is unreachable.

Specifies the name of the server, up to 48 ASCI| characters. Server
names are case sensitive.

Here is an example of theadd- ser ver command:

71: Power Hub: i px# add-server 4 fabcab 0-0-88-88-88-88 1010 2 eng-server
Server eng-server of type 0004 on net 00fabcab: added.

2.10.3 Deleting a Static Server

You can completely eliminate a static server assignment using the del - server
command. Hereisthe syntax for this command.

del -server| ds <s-type> <s-nane>

where:
<s-type>

<§- nane>
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Specifies the type of service, either amnemonic or a 16-bit number
in therange O through f f f e, expressed as up to four hexadecimal
digits:

Mnemonics Server-type(hex)
PRINT-QUEUE 0003
FILE-SERVER 0004
JOB-SERVER 0005
PRINT-SERVR 0007
ARCHIVE-SVR 0009
REM-BRIDGE 0024
ADVRT-PRINT 0047

Specifies the name of the server, up to 48 ASCII characters. Server
names are case-sensitive.
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Here is an example of the use of this command.

72: Power Hub: i px# del -server 4 eng-server
Server eng-server of type 0004: deleted fromtable.

2.11 CONFIGURING IPX RIP AND SAP PARAMETERS

Earlier sections in this chapter describe how to add static entries to the IPX RIP and
SAP tables maintained by the PowerHub software. However, the software contains
additional RIP and SAP options you can configure:

» Whether the hub generates updates on a per-segment basis or aper-VLAN basis.
(See Section 2.11.1.)

» Whether the hub can generate large (greater than 576 bytes) IPX RIP and SAP
packets. (See Section 2.11.5.)

» Tak and listen (send and receive) settings for each interface or segment.
(See Section 2.11.)

2.11.1 Setting the Control Type

You can set the RIP and SAP control type to change the RIP and SAP update
mechanism. Using the ri psap-ctrl-type command, you can configure the
PowerHub software to generate and send a copy of each RIP and SAP packet on a
per-VLAN basisinstead of on a per-segment basis.

If your IPX configuration does not contain IPX VLANSs, PowerHub performance
will be the same whether you configure the software to generate updates on a
per-segment basis or a per-VLAN basis. In this case, we recommend that you leave the
configuration in its default state: generate updates on a per-segment basis.

However, if your configuration does include IPX VLANS, you can enhance
performance by configuring the software to use the per-VLAN method for generating the
RIP and SAP updates. When you change the control type to vl an, the software spends
less time generating RIP and SAP updates, because it generates only a single update for
each network, even if the network spans multiple segments.

To change the RIP and SAP update method, issue the following command:

ri psap-ctrl-type|rsct [normal|n vlan|v]

where:

nor mal | n Specifiesthat RIP and SAP updates are generated on a per-segment
basis. Thisisthe defaullt.

vl an|v Specifies that RIP and SAP updates are generated on a per-VLAN

basis.
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If no parameter is used with this command, the current control type is displayed.

NOTE: This command affects only IPX RIP and SAP updates. It has no affect on IP
RIP updates.

2.11.2 Displaying the Configuration

The commands for displaying the talk and listen (send and receive) settings for 1PX
RIP and SAP differ depending upon the update method used by the software:

* If the update method is per-segment, use theri p- showcf g and sap- showcf g
commands. (See Section2.11.2.1.)

» If the update method is per-VLAN, use the ri p-control -tbl show and
sap-control -tbl show commands. (See Section2.11.2.2.)

21121 Per-Segment Method

Use the commands in the following sections to display the talk and listen (send and
receive) settings for IPX RIP and SAP on the PowerHub segments.

Displaying the RIP Parameters

Use the ri p- showcf g command to display the current enabled status of RIP
sending and receiving. Hereisthe syntax for this command.

ri p-showcfg|rscf [<seg-I/ist>]

where:

<seg-list> Specifies the segments for which you want to display the IPX RIP
configuration.

Here is an example of the display produced by this command.

91: Power Hub: i px# ri p-showcfg
Por t Tal k Li sten
1 yes yes
2 yes yes
3 yes yes
4 yes yes
5 yes yes
6 yes yes
7 yes yes
8 yes yes
9 no no
10 no no
11 no no
12 no no
13 yes yes
14 no no
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Displaying the SAP Parameters

Use the sap- showcf g command to display the current enabled status of SAP
sending and receiving. Hereisthe syntax for this command:

sap- showcf g| sscf [ <seg-/ist>]

where:

<seg-list> Specifies the segments for which you want to display the IPX SAP
configuration.

Hereis an example of the display produced by this command.

91: Power Hub: i px# sap-showcfg
Por t Tal k Li sten
1 yes yes
2 yes yes
3 yes yes
4 yes yes
5 yes yes
6 yes yes
7 yes yes
8 yes yes
9 no no
10 no no
11 no no
12 no no
13 yes yes
14 no no

2.11.2.2 Per-VLAN Method

Displaying the RIP Parameters

Usetheri p-control -t bl showcommand to display a specified network’s RIP
control table entries. Hereisthe syntax for this command:

ri p-control -tbl show s [ <network>]

where:

<net wor k> Isthe network address of the network for which you want to display
RIP control table entries. If no network is specified, all RIP control
table entries are displayed.

Here is an example of this command:

32: Power Hub: i px# rip-control -tbl show
RI P Update Control Configuration

Net wor k Tal k Li sten

00000002 no no
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Displaying the SAP Parameters

Use the sap-control -tbl show command to display a specified network’s
SAP control table entries. The syntax for thiscommand is:

sap-control -thl|sco show s [ <network>]

where:

<net wor k> Isthe network address of the network for which you want to display
SAP control table entries. If no network is specified, all SAP control
table entries are displayed.

2.11.3 Setting the Parameters

The PowerHub IPX software advertises and receives |PX routing information using
the IPX RIP (Routing Information Protocol). The PowerHub IPX software advertises
and receives |PX server information using the SAP (Service Advertising Protocol).

NOTE: TheRIP protocol used by IPX is different from RIP used in IP.

The commands for displaying the talk and listen (send and receive) settings for 1PX
RIP and SAP differ depending upon the update method used by the software:

* |If the update method is per-segment, usetheri p- pset andsap- pset commands.
(See Section 2.11.2.1.)

* If the update method is per-VLAN, use the rip-control-tbl add and
sap-control -tbl add commands. (SeeSection2.11.2.2))

21131 Per-Segment Method

Setting the RIP Parameters

To enable IPX RIP sending (t al k) or receiving (I i st en), usetheri p-pset
command. Hereisthe syntax for this command:

ri p-pset|rpse <seg-list>all <parmlist>all y|yes|n|no

where:

<seg-l/ist>all Specifiesthe segmentsfor which you are setting IPX RIP sending or
receiving. Y ou can specify asingle segment, acomma-separated list
of segments, or ahyphen-separated range of segments. If you specify
al | , IPX RIPisenabled or disabled for all segments.

<parmlist>| al | Specifieswhether you are setting the softwareto receive RIP updates,
send them, or both. Valid options are:

talk|ta Enables or disables RIP sending.
listen|li Enables or disables RIP receiving.

If you specify al | , the enabled status of both RIP sending and RIP
receivingisset. If you specify the optionsindividually, separate them
with commas.

y| yes| n| no Specifieswhether you are enabling (y e s) or disabling (no) sending
or receiving. Thedefaultisyes fort al k and! i st en.
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Setting the SAP Parameters
To enable SAP sending (t al k) or receiving (I i st en), use the sap- pset
command. Hereisthe syntax for this command:
sap- pset|spse <seg-list>all <parmlist>all y|yes|n|no
where:

<seg-list> all  Specifiesthe segmentsfor which you are setting the SAP sending or
receiving. Y ou can specify asingle segment, acomma-separated list
of segments, or ahyphen-separated range of segments. If you specify
al | , SAPisenabled or disabled for all segments.

<parmlist>| al | Specifieswhether you are setting the PowerHub software to receive
SAP updates, send them, or both. Valid options are:

talk|ta Enables or disables SAP sending.
l'isten|li Enables or disables SAP receiving.

If you specify al | , the enabled status of both SAP sending and SAP
receivingisset. If you specify the optionsindividually, separate them
with commas.

y| yes| n| no Specifies whether you are enabling (yes) or disabling (no) the
sending or receiving of SAP updates. The defaultisyes (enabled)
fortal k andl i st en.

2.11.3.2 Per-VLAN Method

Setting the RIP Parameters

Usetheri p-control -t bl add command to set one or more RIP parameters for
a network address and add the information to the RIP update control table. The syntax
for thiscommand is:

ri p-control-tbl|rco add|a <network>
<parmlist>all yes|y|no|n
where:

<net wor k> Specifies the network address of the network for which you want to
enable or disable RIP talk or listen.

<parm|list>| al | Specifieseither acomma-separated list of parametersor al | for all
parameters. Select the following parameters for a network address:

talk|ta Enables or disables the sending of RIP update
packets to the specified network.

listen|li Enables or disables the learning of routes from
RIP packets received from the specified network.

If you specify al | , all parameters are set to either yes or no.

yes|y| no|n Specifies whether you are enabling (yes) or disabling (no) sending
or receiving.

In the example that follows, RIP packet sending and receiving has been enabled on
IPX network 2002.

37: Power Hub: i px# rip-control -tbl add 00002002 talk,|listen yes
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Setting the SAP Parameters

Use the sap-control -tbl add command to set one or more SAP parameters
for a network address and add the information to the SAP update control table. The
syntax for this command is:

sap-control -tbl|sco add| a
<networ k> <parmlist> all yes|y|no|n]
where:

<parm|list>| al | Specifieseither acomma-separated list of parametersor al | for all
parameters. Select the following parameters for a network address:

talk|ta Enables or disables the sending of SAP update
packets to the specified network.

listen|li Enables or disables the learning of routes from
SAP packets received from the specified
network.

If the <param | i st >isnot entered, all parametersare settono.

yes|y| no|n Specifies whether you are enabling (yes) or disabling (no) sending
or receiving.

2.11.4 Removing Parameter Settings

Asistrue for displaying or adding RIP and SAP parameters, the commands you use
to change the parameters depends upon the update method the software is using.

21141 Per-Segment Method

To change the settings for a RIP or SAP network, usether i p- pset or sap- pset
command to enter the new settings for the segment. (See Section 2.11.3.1.)

2.11.42 Per-VLAN Method

To change the settings for a RIP or SAP network, delete the existing settings, then
readd them using the rip-control-tbl add or sap-control-tbl add
command. (See Section 2.11.3.2 for descriptions of the commands for adding new
settings.)

Deleting RIP Parameters

Use therip-control -tbl del command to delete a specific network’s RIP
control table entries. The syntax for this command is:

rip-control-tbl|rco del|d <network>

where:

<net wor k> Is the network address of the network for which you want to delete
RIP control table entries.
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Deleting SAP Parameters

Use the sap-control -tbl del command to delete a specific network’s RIP
control table entries. The syntax for this command is:

sap-control -thl|sco del|d <network>

where:

<net wor k> Is the network address of the network for which you want to delete
SAP control table entries.

2.11.5 Enabling Large Packets

In software version 2.6, IPX RIP and IPX SAP packets larger than 576 bytes (the

default minimum) can be generated. To change the default, use the
set large-rip-sap-pkt command to enable the software to generate large RIP
and SAP packets.

The syntax for this command is:

set|se |l arge-rip-sap-pkt|l pkt enabl e|enl disable|dis
where:

enabl e| enl | di sabl e| di s

Specifies that the PowerHub software generate or not generate |PX
RIP or IPX SAP packets larger than 576 bytes.

NOTE: The MTU setting for the IPX interfaces you define on the hub needs to be
more than 576 bytes to generate larger RIP and SAP packets. To adjust the MTU
setting, see Section 2.6.2 for information on theadd- i nt er f ace command.

2.12 CONFIGURING IPX TYPE-20 FORWARDING

IPX type-20 packets are broadcast packets and, by default, are forwarded to or
received on all PowerHub segments.

2.12.1 Displaying the Enabled State of Type-20 Forwarding

Y ou can display the setting for type-20 forwarding for the entire hub or for specific
segments. The following sections describe the commands you use to display and change
the enabled state for type-20 forwarding.

NOTE: Type-20 forwarding must be enabled for the entire hub for forwarding to work
on individual segments.
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2.12.1.1 For theEntireHub

To display the setting for the entire hub, issue the showcf g command.
(See Section 2.5 for information.)

212.1.2 For Individual Segments

To display the state for individual segments, issue the following command:
type20- port-forwarding|tpfw show <seg-/ist>|all
where:

<seg-list> all  Specifiesasegment, acomma-separated list of segments, or a
hyphen-separated range of segments for which you want to display
the type-20 packet forwarding state.

If you specify al | , the type-20 forwarding state of all segmentsis
displayed.

Here is an example of this command:

15: Power Hub: i px# type20-port-forwardi ng show 1, 4,6, 8

Type 20 Packet Forwarding Configuration of Ports

Por t St at us
1 enabl ed
4 enabl ed
6 enabl ed
8 enabl ed

2.12.2 Changing the Enabled State of Type-20 Forwarding

Y ou can enable or disable type-20 forwarding for individual segments, or for the
entire hub. Forwarding is enabled by default for the entire hub. To disable forwarding on
segments, but enable it on others, leave forwarding enabled for the hub and disable it for
specific segments.

2.12.2.1 For theEntireHub

To enable or disable the forwarding of type-20 packets for the entire hub, issue the
following command:

set type20-forwarding|t20fw enabl e|] enl disable|dis
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21222 For Individual Segments

Usethet ype20- port - forwardi ng command to show whether type-20 packet
forwarding is enabled or disabled on specific segments. The syntax for this command is:

type20-port-forwarding|tpfw enl|dis <seg-/ist> all

where:

enl | dis Specifies whether you are enabling or disabling type-20 packet
forwarding. Thedefaultisenl (enabled).

<seg-list>all Specifiesasegment, acomma-separated list of segments, or a

hyphen-separated range of segments for which you want to enable or
disable type-20 packet forwarding.

If you specify al | , the type-20-forwarding state of al segmentsis
Set.

2.12.3 Adjusting the Broadcast Interval and Aging Timers

Y ou can adjust the following RIP and SAP timers in the PowerHub software.

Broadcast interval  The PowerHub IPX software generates and transmits RIP and
SAP updates at regular intervals. The RIP updates contain
information about the IPX routes known to the PowerHub
software. The SAP updates contain information about the IPX
servers known to the PowerHub software.

The default interval for RIP and SAP updatesis 60 seconds.
Every 60 seconds, the hub generates and transmits|PX RIP and
SAP updates. Depending on whether you configured RIP and
SAP updates to use the per-segment method or the per-VLAN
method, updates are generated for each segment, or for each
network.

Aging timer Aging is amechanism that periodically clears|earned entries
from the RIP and SAP tables. At aninterval you specify (the
aging interval) the PowerHub software determines which of
thelearned entriesin the table have not been recently used. For
proper RIP and SAP reporting, the aging interval must be at
least three times the duration of the broadcast interval. If an
entry is not used during the specified interval, it is discarded.

A separate broadcast interval and aging timer are maintained for IPX RIP and for
IPX SAP. The following sections describe how to change these parameters for RIP and
SAP.
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21231 RIP
Usetheset rip-ti mer command to set the RIP age timer and the RIP broadcast
interval. Hereisthe syntax for this command:
set|se rip-timer|rtnr <rip-bcast-intvl> [<rip-age>]
where:
<ri p-bcast-intvl > Sets the RIP broadcast interval. Specify avalue from 60 to
600 seconds. The defaultis60 seconds.
<rip-age> Setsthe RIP agetimer. If specified, the RIP age timer value
must be at least three times the value of the RIP broadcast
interval. Specify avaluebetween 180 and 1800 seconds. If
unspecified, this argument defaults to three times the value of
the RIP broadcast interval.
Here is an example of this command:
22: Power Hub: i px# set rip-timer 100 300
21232 SAP

Use the set sap-timer command to set the SAP age timer and the SAP
broadcast interval.

Here is the syntax for this command:
set|se sap-timer|stnr <sap-bcast-intvl> [ <sap-age>]
where:

<sap- bcast -i ntvl > Setsthe SAPbroadcast interval. Specify avaluefrom60 to600
seconds. The default is60 seconds.

<sap- age> Setsthe SAPagetimer. If specified, the SAP agetimer value must
be at least three times the value of the SAP broadcast interval.
Specify avalue between 180 and 1800 seconds. If unspecified,
this argument defaults to three times the value of the SAP
broadcast interval.

2.13 DISPLAYING AND CLEARING STATISTICS

The ipx subsystem maintains statistics on:
» IPX packets and type-20 (NetBlOS) packets.
« RIP updates.
o SAP updates.
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2.13.1 Displaying IPX and Type-20 Statistics

Use the st at s command to display IPX or type-20 packet statistics. Here is the
syntax for this command:

stats|s [ipx|type20] [-t]

where:

i px| type20 Specifies the type of packet for which you want to display statistics:
i pXx IPX packet statistics. Thisis the default.
type20 NETBIOS packet statistics.

-t Optionally displays statistics collected since the most recent system

reset, rather than those collected since the most recent clear.
(Statistics are cleared using thest at s- ¢l ear command.)

Here is an example of the output produced by the st at s i px command.

80: Power Hub: i p# stats ipx

I PX statistics: count since |last stats clear
Dat agr ans recei ved: 2302091
Header errors received: 0
Address errors received: 0

Dat agr ans forwar ded: 2302091
Unknown protocols received: 0

I ncom ng dat agrans di scar ded: 0

Dat agrans del i vered to higher |ayer: 2258
Dat agranms sent: 6658

Hereis an example of the output produced by the st at s t ype20 command.

81: Power Hub: i p# stats type20

Type-20 statistics:

count since last stats clear

Packet s
Packet s
Packet s
Packet s

recei ved:
f or war ded:
di scarded:
in error:

0

0
0
0

Here is an example of the use of the -t argument with the st at s command. In
this example, IPX statistics collected since the last system reset are displayed.

83: Power Hub: i p# stats ipx -t

| PX statistics: Total count since |ast systemreset
Dat agr ans recei ved: 2305309

Header errors received: 0

Address errors received: 0

Dat agr ans f orwar ded: 2305309
Unknown protocols received: 0

I nconmi ng dat agrans di scar ded: 0

Dat agrans delivered to higher |layer: 2261

Dat agrams sent: 6664
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213.1.1 Clearing IPX and Type-20 Statistics

To clear statistics, use the st at s- cl ear command. Here is the syntax for this
command.

stats-clear|sc [ipx|type20]
where:

i px|type20 Specifies the type of packet for which you want to clear statistics:

i px IPX packet statistics
type20 NETBIOS packet statistics

If you do not specify a packet type, statistics for both IPX and type-20 packets are
cleared.

2.13.2 Displaying RIP Statistics

Usetheri p- st at s command to display RIP statistics for IPX. Here isthe syntax
for this command:

rip-stats|rst [-t]
where:
-t Optionally displays statistics collected since the most recent system

reset, rather than those collected since the most recent clear.
(Statistics are cleared using ther i p- st at s- ¢l ear command.)

21321 Clearing RIP Statistics

To clear RIP statistics, usetheri p- st ats-cl ear command. Here is the syntax
for this command:

ri p-stats-clear|rstc

2.13.3 Displaying SAP Statistics

Use the sap- st ats command to display SAP statistics for IPX. Here is the
syntax for this command:

sap-stats|sst [-t]
where:

-t Optionally displays statistics collected since the most recent system
reset, rather than those collected since the most recent clear.

(Statisticsarecleared usingthe sap- st at s- cl ear command.)
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Here is an example of the display produced by thesap- st at s command.

95: Power Hub: i px# sap-stats

SAP statistics: count since |ast stats clear
Packets received: 142

Packets sent: 352

Near est Requests received: 0

Requests recei ved: 0

Responses recei ved: 142

Requests sent: 0

Near est Responses sent: 0

Responses sent: 352

213.3.1 Clearing SAP Statistics

To clear SAP statistics, usethe sap- st at s- cl ear command. Here is the syntax
for this command:

sap-stats-cl ear|sstc

2.14 USING IPX HELPER

This section describes how to use the IPX Helper feature. 1PX Helper lets the
PowerHub system forward unknown IPX broadcast packets, which normally would be
dropped, onto specified networks. This feature forwards the unknown IPX broadcast
packets without using the IPX SAP protocol.

When you assign an IPX helper address to a segment, and an unknown 1PX
broadcast packet with the specified destination socket number is received on that
segment:

» The IPX broadcast packet destination network number and destination node address
are replaced with the number and address specified in the hel per add command.
(See Section 2.14.2.)

» TheIPX broadcast packet then isforwarded onto all other segments.

2.14.1 Enabling IPX Helper

To use IPX Helper, you first must enable it by issuing the following command:
set| se hel per enabl e| enl disable|dis

where:

enabl e| enl | di sabl e| di s

Specifies whether you are enabling or disabling the IPX Helper
feature.
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2.14.2 Adding an IPX Helper Address

Usethehel per add command to add an IPX helper address to a segment. Hereis
the syntax for this command:

hel per add <networ k> <node-addr> <socket> <seg-1ist>

where:

<net wor k> Specifies a network number or thevaluef f f f f f f f to specify all
net broadcast.

<node- addr > Specifies the unicast address or the broadcast address
ff-ff-ff-ff-ff.

<socket > Specifies a socket number in hexadecimal notation. To specify any
socket number, enter thevaluef f f f .

<seg-1list> Specifies a segment, a comma-separated list of segments, or a

hyphen-separated range of segments.

Here is an example of how to add an IPX Helper address. In this example, a
broadcast address is defined.

95: Power Hub: i px# hel per add aabbccdd ff-ff-ff-ff-ff-ff ffff 1

2.14.3 Displaying an IPX Helper Address

Use the hel per show command to display IPX helper addresses assigned for all
segments. Here is an example of the information displayed by this command. In this
example, the IPX Helper address configured in the example in Section 2.14.2 is
displayed.

220: Power Hub: i px# hel per show

PORT  NETWORK NODE ADDRESS SOCKET NUMBER

1 aabbccdd ff-ff-ff-ff-ff-ff fiff

2.14.4 Deleting an IPX Helper Address

Use the hel per del et e command to delete an IPX helper address assigned to a
segment. The syntax for this command is:

hel per del ete <seg-/ist>
where:

<seg-list> Specifies a segment, a comma-separated list of segments, or a
hyphen-separated range of segments.
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3 DECnet Commands

The PowerHub Intelligent Switching Hub contains a complete set of DECnet Phase
IV routing software for use in DECnet networks. The routing engine works side-by-side
with the MAC-layer bridging software. With appropriate configuration, the PowerHub
system can be set up to perform DECnet routing on any segments.

This chapter assumes that you are familiar with the basic requirements of DECnet
networks and the DECnet protocol. For further information on this subject, refer to a
DECnet guide, such as the DECnet Phase IV General Description, Order No.
AA-N149A-TC, (Digital Equipment Corporation, 1982).

This chapter describes the commands and facilities of the DECnet subsystem. To set
up the PowerHub system for DECnet routing, you must perform the following steps:

(1) Allocate memory for DECnet routing. (See Section 3.2.1.)

(2) Assign the DECnet node ID using the set - node- par amnode- i d command.
(See Section 3.3)

(3 If the PowerHub system is to be a Level-2 router, select it with the
set - node- par amnode-t ype command. (See Section 3.3.)

(4) Turn on DECnet routing with the set - node- param dec-f or war di ng
enabl e command. (See Section 3.3.)

(5) Enable DECnet routing on the desired segments with the set - port - par am
command. (See Section 3.4.)

A large number of nodes may necessitate increasing the maximum limits for these
parameters with the set-node- param max-area-num and set-node- param
max- node- numcommands. See Section 3.3.2 on page 70 for further details on thistopic.

After setting up DECnet routing, you can check connectivity to hosts and other routers
using the PowerHub software’sdi spl ay and st ati sti ¢cs commands.
(See Section 3.5.1 on page 76 and Section 3.6 on page 81.)

After you are satisfied with your DECnet configuration, we recommend that you save
your configuration using the nmgnt savecfg <file-nane> command or the
tftpsvcfg <file-name>command. See the Installation and Configuration Manual
for your PowerHub system for information.
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3.1 ACCESSING THE DECNET SUBSYSTEM

To access the dec subsystem, issue the following command from the runtime
command prompt:

dec

Most of the commands in this chapter assume that you have changed the focus of the
command prompt to “dec.” A few commands, such as get mem are not in the dec
subsystem. This chapter identifies such commands by listing their subsystem name with
the command (ex: mai n get mem)

3.2 DECNET SUBSYSTEM COMMANDS

Table 3-1 listsand describes the dec subsystem commands and their syntax. For each
command, the management capability (root or monitor) islisted, aswell asthe section that
contains additional information about the command.

TABLE 3-1 DEC subsystem commands.

Command and Description Capability*  See...

di spl ay-area-tbl|dat [ <area>] Ror M 354
Display routesto all the reachable areas.

di spl ay- endnode- adj | dea [ <node>] RorM 3.5.3
Displays adjacencies to all the end nodes.

di spl ay- node- param dnp RorM 355
Displays DECnet node parameters.

di spl ay- port-param dpp [ <seg-/ist>all] RorM 3.4.2
Displays DECnet segment parameters.

di splay-route-tbl|drt [ <node>| <area-rtr>] RorM 354
Displays routes to al reachable nodes.

di spl ay-router-adj|dra [ <node>] RorM 35.2
Displays adjacencies to all the routers.

di spl ay-routecache|dc [ <seg-/ist>| all] Ror M 355
Displays DECnet route cache.

flush-routecache|fc R 355
Flushes DECnet route cache.

*R= Root, M=Monitor.
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TABLE 3-1 (Continued) DEC subsystem commands.

Command and Description Capability*  See...

node-stats|ns [-t] RorM 3.6
Displays DECnet node statistics.

node- stats-cl ear| nsc R 3.6
Clears DECnet node statistics.
port-stats|ps <seg-l/ist>all [-t] RorM 3.6

Displays DECnet packet statistics for the specified segments.

port-stats-clear|psc [<seg-/ist>all] R 3.6
Clears DECnet packet statistics for the specified segments.

routing-status|rs RorM 34.2
Shows status of DECnet forwarding and the routing state of all the segments.

set - node- par am snp <node- par an> <node- i nf 0> R 3.3.2
Configures the various DECnet node parameters.

set - port-param spp R 34.1
<seg-list> all <seg-paranr <seg-info>
Shows status of DECnet forwarding and the routing state of al the segments.

*R= Root, M=Monitor.

3.2.1 Allocating Memory

Before you begin using the dec subsystem, allocate memory for the subsystem by
issuing the get mem dec command (located in the main subsystem), as shown in the
following example:

1: Power Hub: mai n# get nem dec
Menory al |l ocated for DEC routing.
2: Power Hub: mai n#

If memory has been alocated for DECnet routing at the time you save the
configuration with a ngmt savecfg command or tftp savecfg command, the
corresponding get memdec command is placed in the configuration file ahead of the other
DECnet configuration commands. Thus, you only need to type the get mem command
when you first configure the PowerHub system for DECnet routing.
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NOTE: FORE Systems recommends that you allocate memory for the IPX subsystem
immediately after you boot the PowerHub system to ensure that the memory you
request is available. For more information, he PowerHub Installation and
Configuration Manual for your PowerHub system.

You cannot deallocate memory. To free allocated memory, make sure the configuration
file does not contain amai n get memcommand, then reboot the software.

You can verify that memory has been allocated using the dec rs command. If
memory has not been allocated, you are not alowed to execute the command.

3: Power Hub: mai n# dec rs
DECnet routing status:

Node/ Por t Managenent State Routing State
DEC- For war di ng Di sabl ed Down
Port 1 Di sabl ed Down
Port 2 Di sabl ed Down

<addi tional rows omtted for brevity>
4: Power Hub: mai n#

3.3 NODE CONFIGURATION

When placed in a DECnet internetwork, the PowerHub system acts as a standard
router, capable of connecting many different DECnet networks together. It determinesthe
identity and location of its neighbors through standard DECnet Phase IV protocols, and
finds the closest path to each. It then uses this information to route packets that arrive at
the input segments.

The DECnet Phase IV routing protocol calls for each node to have an “area number”
(between 1 and 63), as well as a node ID (from 1 to 1023). For Level-1 networks
(consisting only of Level-1 endnodes and routers), the area numbers are identical and
unused. In Level-2 networks, an “area’ is defined as a collection of severa nodes with
identical area numbers. These areas are connected by Level-2 routers. If the PowerHub
system is configured as a Level-2 router (with the set - node- par am node-t ype
ar ea-rout er command), it uses an extended set of routing protocols that can connect
nodes from different areas. Normal nodes can only route packets directly to other nodes
within their area (those with matching area numbers). |If they are called upon to send a
packet to anode in another area, they send it to the “nearest” Level-2 router. ThisLevel-2
router keeps track of routesto all other Level-2 routers, as well as routes to normal nodes
within its area. This two-level hierarchy allows for a larger network with manageable
routing tables.
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When the PowerHub system is configured as a Level-2 router, it locates all nodesin
its area and all other Level-2 routers. Note that this places some restrictions on the
topology of the network, described below. The PowerHub system announces itself as a
Level-2 router to the normal nodesin its area so that al inter-area packets are sent through
it (thus a pair of Level-2 routers are needed for inter-area packets: onein each area). If
you place the PowerHub system into anetwork that uses Level-2 routing, and you wish the
PowerHub system to serve as a Level-2 router, be sure to turn this option on (with
set - node- paramnode-type area-router). If you do not want the PowerHub
systemto bealevel-2 router, or if your network uses only Level-1 routing, turn thisoption
off (with set - node- par amnode-t ype rout er). The default isto use only Level-1
routing.

The use of areas in DECnet Level-2 routing places some restrictions upon the
topology of these networks:

» Each node must be able to get to each other node in its area without the use of Level-2
routers and without leaving itsarea. Consequently, all the nodesin agiven area must
form a contiguous group. If all nodes from other areas are removed, leaving only the
nodes from this area, there can be no isolated nodes remaining. This restriction also
appliesto Level-2 router nodes.

e The set of al Level-2 router nodes must form a contiguous group so that any packet
going from one Level-2 router to another can travel only through other Level-2 router
nodes.

» There can not be multiple links between adjacent routers. If two routers are directly
connected by more than one segment, the DECnet protocol must be enabled and
running on only one of those links. Failure to ensure DECnet is running on only one
link results in changes to the routing table every time the doubly-connected nodes
discover each other. Such a double connection causes the routing table to be
continually flushed, resulting in poor performance and unreachabl e nodes.

This situation is represented graphically below:

[llegal Legal
FI GURE 3—-1 Level-2 router nodes.

There is also a topological consideration that improves the efficiency of DECnet
Level-2 networks. When a heavily populated broadcast medium is used, such as an
Ethernet segment with several nodes, all the nodes on the same segment should be assigned
the same area number. The reason is that two nodes with different area numbers must use
Level-2 routing to communicate. Thereforethis cable segment must have apair of Level-2
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routers on it (one for each area), and the communication path requires three hops, even
though the nodes are on the same segment and could communicate directly by other
protocols. To avoid these extra hops, all nodes that can communicate directly with each
other should be placed in the same area by giving them identical area numbers.

3.3.1 DECnet Network Topology Restrictions

 All nodesin agiven area must be connected.
* All Level-2 nodes must be connected.
» No redundant paths are allowed between adjacent routers.

Note that these restrictions do not prevent the same network segment from serving
both Level-1 nodes and Level-2 nodes. Thus the same Ethernet segment can serve to
connect Level-1 routers, Level-1 endnodes, and Level-2 routers. The requirement is that
all of an areabe contiguous; nodes from different areas can be on the same segment aslong
as datamoving within one area does not have to pass through the other area’ snodesin order
to reach its destination.

3.3.2 The Set-Node-Param Commands

Use the set - node- par am command to change several parameters that affect the
entire PowerHub system (as opposed to set - port - par am which affects individual
segments). Most of these have reasonable default values, so they should only be changed
if you have unusual requirements. Severa of these control the size of internal routing
tables. If you have alarge network, they may need to be raised, but otherwise they should
be kept low to conserve memory. A list of these parameters is contained in the help
message for the set-node-param command. The descriptions of the
set - node- par amparametersareincluded intheir help listingsin Table 3-2 on page 70.

TABLE 3-2 set-node- par amoptions.

set - node- par an] snp dec-forwardi ng|dfw enl |dis
Enabl e or disable routing of DECnet packets.

set - node- par an] snp max- adj - endnodes| nae <val ue>
Set the nunber of endnode adjacencies supported by this router.
Range for <value>: 1 - 1023

set - node- par an] snp max-adj -rout ers| mar <val ue>
Set the nunber of broadcast router adjacencies supported by this router.
Range for <value>: 1 - 128

set - node- par an] snp nmax- ar ea- nunj man <val ue>
Set the maxi mum area nunber allowed in the entire network.
Range for <value>: 1 - 63
NOTE: <val ue> nmust be greater than or equal to
maxi mum area nunber in use.

set - node- par an] snp max- cost -t o-area| nta <val ue>
Set the maxi mum cost possible in a path to a reachable area
Range for <value>: 1 - 1022
NOTE: <val ue> nmust be greater than or equal to
(actual max hops to an area * 25).
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TABLE 3-2 (Continued) set-node-paramoptions.

set - node- par an| snp max- cost-to-node| ncn <val ue>
Set the maxi mum cost possible in a path to a reachabl e node.
Range for <value>: 1 - 1022
NOTE: <val ue> nmust be greater than or equal to
(actual max hops in area * 25).

set - node- par an| snp max- hops-to-area| mha <val ue>
Set the maxi mum hops possible in a path to a reachabl e area.
Range for <value>: 1 - 30
NOTE: <val ue> nmust be greater than or equal to
actual max hops to any area.

set - node- par an| snp max- hops-t o- node| mhn <val ue>
Set the maxi mum hops possible in a path to a reachabl e node.
Range for <value>: 1 - 30
NOTE: <val ue> nmust be greater than or equal to
actual max hops in an area.

set - node- par an| snp max- node- nunji mn <val ue>
Set the maxi mum node nunber allowed within this area.
Range for <value>: 1 - 1023
NOTE: <val ue> must be greater than or equal to
maxi mum node nunber in use.

set - node- par an| snp max-vi sits|ns <val ue>
Set the maxi mumvisits for a packet before the router assunes that
the packet is |ooping.
Range for <value>: 31 - 60
NOTE: <val ue> nust be greater than equal to the actual maxi mum path
in the entire network.

set - node- par an] snp node-id| nid <area>. <node>
Set the node identifier for this router.
Range for <area>: 1 - 63
Range for <node>: 1 - 1023

set - node- paranj snp node-type|ntp router|rt|area-router|ar
Set the type of routing supported by this router. The options are:
router|rt: level 1 routing, area-router|ar: |level 2 routing.

set - node- par anj snp update-tinme|upt <seconds>
Set background tiner for sending routing updates.
Range for <seconds>: 1 - 1200

3.3.3 Configuring the Hub as a DECnet Node

First, set the maximum node number used in this area To do this, use the
max- node- numparameter:

set - node- par anf snp max- node- nunm mMmn <val ue>

This determines the number of nodes that can exist within the PowerHub system’s
area. Therouting software ignores any packets from nodes outside thisrange. The default
is 255, so you must increase it if you have nodes with larger numbers. The DECnet
protocol requires node numbers to be in the range 1 to 1023, so you cannot raise the
max- node- numparameter above 1023.

171: Power Hub: dec# snp mn 1023
Ckay
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Next, you must assign the PowerHub system’s node ID. Use the node-id
parameter:

set - node- paramn snp node-id|nid <area> <node>

This command instructs the PowerHub system to use the specified address for al
DECnet communications. The <ar ea> parameter must match the area in which the
PowerHub system has been placed; recall that the DECnet definition of “area” isthe set of
nodes that have the same area numbers. The <node> parameter can be any value that is
unique among all nodes in the specified area.

172: Power Hub: dec# snp nid 5.1023
Ckay

Select the type of routing that needs to be done by this router. Usethe node-t ype
parameter command:

set - node- paran| snp node-type|ntp router|rt | area-router]ar

This command determines what kind of routing the PowerHub system performs. |f
you choose “r out er ,” the PowerHub system performs only Level-1 routing. A Level-1
router keeps track of nodes within its own area only, and does not try to determine routes
to other areas. If it receives datafor another areg, it sendsit to the nearest Level-2 router.
The PowerHub system acts as a Level-1 router by default.

If you choose “area-router,” the PowerHub system aso performs Level-2
routing. Level-2 isasuperset of Level-1: the node routes data to nodes within its area, as
well as find routes to other areas. All Level-2 routers find all other Level-2 routers
(including those in other areas), and inter-areatraffic is sent to adistant Level-2 router for
local distribution. If you configure the PowerHub system as a Level-2 router, be aware of
the topological restrictionslisted in Section 3.3.

By default, the router performs only Level-1 routing. No changes need to be made to
this parameter if the PowerHub system is going to be used as aLevel-1 router.

For Level-2 routing, type: set - node- par am node-t ype area-router.

173: Power Hub: dec# snp ntp area-router
Ckay

Activate DECnet routing with the set - node- par am dec- f or war di ng enl
command:

set - node- paramn snp dec-forwardi ng|dfw enl|dis

This is the primary command which turns on al of the DECnet routing software.
However, to have auseful configuration, you must still specify two or more segments that
use DECnet. This is accomplished with the set-port-param<seg-/ist>
nmgnt - st at e enl command, described in Section 3.4.

191: Power Hub: dec# snp df w enl
Okay
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Verify the node configuration with the di spl ay- node- par amcommand.

195: Power Hub: dec# di spl ay- node- param
DECnet node configuration
DEC- f or war di ng: Enabl ed
Max- Ar ea- Num 63

Max- Node- Num 1023

Max- Adj - Endnodes: 1023

Max- Adj - Rout er s: 128

Max- Cost - To- Ar ea: 100

Max- Hops- To- Ar ea: 16

Max- Cost - To- Node: 125

Max- Hops- To- Node: 30

Max- Vi sits: 60

Node- Type: Area Rtr
Node- | D 5.1023
Rout i ng- St at e: Up

Updat e- Ti me: 60 seconds

Now configure one or more segmentsto use DECnet forwarding. See Section 3.4.2 on
page 74 for this procedure.

3.4 SEGMENT CONFIGURATION

Once the PowerHub system is configured to forward DECnet packets, you must
designate one or more segments as DECnet segments to make the software interpret and
forward the correct packets. This step aso causes the software to transmit and accept
routing control packets over these segments, enabling it to discover neighboring endnodes
and routers. There are also several parameters associated with each segment that can be set
to tune network performance.

3.4.1 The Set-Port-Parameter Commands

The set - port-parameter command can configure several segment-related
parameters which affect system performance. The most notable is the cost parameter,
which can be set to encourage the use of one link over another. For example, if you set the
cost lower on a high-speed FDDI link than on alow-speed Ethernet link, packets are sent
over FDDI rather than Ethernet. The default cost for all segmentsis 10. This might have
to be changed to match cost values on other DECnet nodesin the network. The parameters
that can be set with this command are included in their help listings, shown in Table 3-2
on page 70.
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TABLE 3-3 set-port-paraneter options.

set-port-paraneter|spp <port-list> block-size|bsz <size>
Set the data |link block size for the port(s) in <port-list>.
<port-list>is a comma-separated list of ports or "all".
Range for <size>: 30 - 1498

set-port-paraneter|spp <port-list> cost|cos <val ue>
Set the cost for the ports in <port-list>.
<port-list>is a comm-separated |list of ports or "all"
Range for <value>: 1- 1022

set-port-paraneter|spp <port-list> hello-time|htm<tine>
Set the interval for sending hello packets on the port(s) in
<port-list>.
<port-list>is a comm-separated |list of ports or "all"
Range for <value>: 1 - 8191

set-port-paranmeter|spp <port-list> max-routers|nrt <val ue>
Set the nunber of broadcast router adjacencies supported on the port(s)
in <port-list>.
<port-list>is a comm-separated |list of ports or "all"
Range for <value>: 1- 10

set-port-paraneter|spp <port-list> ngnt-state|nst enl|dis
Enabl e/ di sabl e recei ving and sendi ng DECnet packets on the
port(s) in <port-list>
<port-list>is a comm-separated |list of ports or "all"

set-port-paranmeter|spp <port-list> priority|pri <val ue>
Set the priority for the port(s) in <port-list>.
<port-list>is a comm-separated |list of ports or "all"
Range for <value>: 0 - 127

3.4.2 Configuration

From the dec subsystem prompt, the only necessary segment configuration step is to
enable DECnet forwarding for all segments attached to DECnet networks. The
set - port-paramngnt - st at e enl command tells the software that DECnet packets
may arrive over these segments and that they should be used for routing purposes:

set-port-paranmeter|spp <seg-/ist> ngm-state|mst enl|dis

This command can be used to either enable (enl ) or disable (di s) DECnet
forwarding for each segment. The command usesthenormal <seg- / i st > syntax, which
isahyphen- and comma- separated list of segment numbers. For example, if segments 1,
2, and 3 are to be on DECnet networks, the command is:

set-port-param 1-3 ngnt -state enl

193: Power Hub: dec# spp 1-3 nst en
Port 1. Okay
Port 2: kay
Port 3: Okay
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After enabling the segments, you can verify the segment configuration with the
di spl ay- port - par amcommand:

di spl ay- port-paramnf dpp [ <seg-/ist>| all]
For example:

196: Power Hub: dec# dpp 1-2
DECnet port configuration (Port 1)

bl ock- si ze: 1498

cost: 10
curr-adj-routers: O
designated-rtr: aa- 00- 04- 00- 1le- 8a (5.1023)
hel | o-ti me: 15 seconds

| ast-hell o-sent: 12 seconds ago
mgnt - st ate: Enabl ed
max-routers: 10

priority: 0

run-state: Up

type: Et her net

DECnet port configuration (Port 2)

bl ock-si ze: 1498

cost: 10
curr-adj-routers: 0
designated-rtr: aa- 00- 04- 00- 1le- 8a (5.1023)
hel l o-time: 15 seconds

| ast-hell o-sent: 12 seconds ago
mgmnt - st at e: Enabl ed
max-routers: 10

priority: 0

run-state: Up

type: Et her net

At this point, you can also verify the routing status of the DECnet software through
the rout i ng- st at us command. This command shows the state of the global DEC
forwarding system as well as whether or not each segment is configured to route DECnet
packets.

198: PH 4: dec# rs
DECnet routing status

Node/ Por t Managenent State Routing State
DEC- For war di ng Enabl ed Up

Port 1 Enabl ed Up

Port 2 Enabl ed Up

Port 3 Enabl ed Up

Port 4 Di sabl ed Down

Port 5 Di sabl ed Down

<remaining rows onitted for brevity>
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Inthislisting, the Managenent St at e column refers to DECnet forwarding being
enabled or disabled on each segment, while the Rout i ng St at e column refers to the
low-level hardware status. If that segment does not have a cable attached to it (and
automatic segment-state detection is enabled), or if the segment has been disabled in the
bridging subsystem, the Rout i ng St at e shows“DOWN” instead of “UP.”

3.5 DISPLAY COMMANDS

Using the display commands, you can:
» Look for adjacent DECnet routers in the network. (See Section 3.5.2 on page 78.)

» Look for al DECnet endnodes adjacent to the PowerHub system. (See Section 3.5.3
on page 78.)

» Look at the DECnet routing table to verify that al the routes are present.
(See Section 3.5.4 on page 78.)

3.5.1 Verification of Routing

After the node and segments are configured, the PowerHub system begins forwarding
packets among nearby nodes. To verify that the PowerHub system has identified its
neighbors, you can use one of several display commands to examine routing tables and
node lists. Figure3-2 on page 77 shows a sample DECnet network. The display
commands shown give information about this configuration. Note that we are monitoring
the PowerHub system defined as node 5.1023, located on the left. It isserving asalLevel-2
router for area 5, which consists of 7 nodes: itself, 5.34, 5.477, 5.45, 5.103, 5.553, and
5.811. There are 4 other areas, 37, 2, 8, and 59. In this picture, “endnodes’ are depicted
asasingle circle. (Endnodes, such as non-routing workstations, are nodes not capable of
forwarding packets.) Level-1 router nodes are shown as lightly-shaded rectangles.

Note that nodes that are capable of routing, but that appear on the periphery of
networks (thus giving them nothing to route to), still qualify as routers and appear on the
PowerHub listings as “routers’ rather than “endnodes.” Level-2 router nodes are
rectangles, and are connected with bold lines. All connectionsto our PowerHub system are
made through the segment numbers listed (1 through 5) by the small digits near the
connecting lines. Also note that, while no endnodes are shown on the bold connections
(links between departments, for example) between Level-2 routers, the protocols permit
them to be there. For example, on the connection between 5.1023 and 37.322, endnodes
or Level-1 routers for areas 5 and 37 could be attached. Each Level-2 router would
recognize the nodes that belong to its area and forward packets to them.
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|
|
| 37.12
|
|

Areasr 4

Area 59
L

5.1023
S.477 PowerHub
system

Il Level -2 Router
[ ] Level -1 Router
Q Endnode

FI GURE 3-2 Sample DECnet network.
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3.5.2 Displaying Adjacent Routers

Look for adjacent routers in the network by typing:
di spl ay-router-adj [ <node>]

407: Power Hub: dec# di spl ay-rout er - adj
DECnet router adjacency table:

Adj Node I D Type State Port Blk Siz Hello Tim Priority Age
1 5.477 Rout er Up 2 1498 15 0 3
2 37.322 Area Rir Up 5 1498 15 0 3
3 8.677 Area Rtr Up 4 1498 15 0 3

This command shows all the “adjacent” routers. In DECnet terminology, “ adjacent”
means “directly connected.” Thus nodes on the other end of 10Base-T links, or other sites
on an Ethernet cable, are considered “adjacent.” A “router” isany node which can forward
packets. Thus, this command shows all the directly connected routing nodes that the
PowerHub system has discovered. Oneisinside the PowerHub system’sown area (5.477)
and the other two are Level-2 routers (“Area Rtr”) inareas 37 and 8.

3.5.3 Displaying Adjacent Endnodes

Look for al endnodes adjacent to this router by typing:
di spl ay- endnode- adj [ <node>]

408: Power Hub: dec# di spl ay- endnode- adj
DECnet end- node adj acency table:

Adj Node I D Type State Port Blk Siz Hello Tim Priority Age
1 5.34 End Node Up 1 1498 10 0 9
2 5.811 End Node Up 3 1498 10 0 9
3 5.103 End Node Up 3 1498 10 0 9
4 5. 553 End Node Up 3 1498 10 0 9

This command shows all directly connected nodes that are “endnodes,” that is, those
which cannot forward packets. The three nodes on the Ethernet cable are endnodes, asis
node 5.34 (directly connected to segment 1). Note that node 5.45 is not adjacent, because
this PowerHub system cannot reach it directly.

3.5.4 Displaying the Route Table

Look at the routing tables to verify that al the routes are present by issuing the
di spl ay-rout e-t bl command. Hereisthe syntax for this command:

di splay-route-tbl|drt [ <node>| <area-rtr>]

This command displays the route table, which is maintained by the DECnet routing
software. It containsall theroutesto nodesin thisareathat the PowerHub system hasfound
dynamically. (DECnet does not provide for static, user-specified routes.)
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Here is an example of the display produced by this command:

409: Power Hub: dec# di spl ay-route-thbl

DECnet routing table:

Node Por t Next Hop Hops Cost
area-rtr  ----- This-Rr

5.34 1 ------ 1 10
5.45 2 5.477 2 10
5.103 3 ------ 1 10
5. 477 2 ------ 1 10
5.553 K 1 10
5.811 3 ------ 1 10
5.1023 Local

Each entry contains the following information:

Node The address of the destination node.

Por t The PowerHub segment that apacket destined for this
node should leave on.

Next Hop The address of the next hode a packet must pass
through.

Hops The number of nodes the packet must pass through.

Cost A number reflecting the desirability of using this
route.

From this table, we see that this area (Area 5) consists of 7 nodes: 34, 45, 103, 477,
553, 811, and 1023. The PowerHub system isnode 1023. The nodes on the Ethernet cable
are 103, 553, and 811; they are accessible directly through segment 3. Two other nodes,
34 and 477, can be contacted directly through segments 1 and 2. One node, number 45, can
only be reached through node 477, which is arouter. Therefore the routing table shows
that to send packets to node 45, the “Next Hop” isnode 477, and that the node is two hops
away from this one.

Note that the PowerHub system, like all DECnet nodes, keeps track of the nearest
Level-2 router. Since the PowerHub system is configured as an area-router (Level-2), the
nearest Level-2 router isitself. Consequently, the next hop listed for the“ar ea-rt r” node
(the one responsible for al inter-arearouting) says“Thi s- Rt r."

If this router is configured as an area router (Level-2), look at the areatable. Thisis
alist of all known areas, along with the best way to get to them. To display thistable, issue
the following command:

di spl ay-area-tbl [ <area>]
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410: Power Hub: dec# di spl ay- area-t bl
DECnet area table

Area Port Next Hop Hops Cost
2 4 8.677 2 20
5 Loca
8 4 8.677 1 10
37 5 37.322 1 10
59 4 8.677 2 20

From this table, we can tell that the PowerHub system is in area 5, and three other
areas are accessible through the Level-2 router at 8.677, which is attached to the network
on Segment 4. The other areaiis Area 37, available through segment 5.

If the PowerHub system is configured as a Level-1 router (in a multi-area network),
the“ar ea- rt r” entry pointsto another node. Asan example, imaginethat the other router
(node 5.477) is aso a PowerHub system.

If we were to examine the route table on that hypothetical node, you would see
something like the following:

1: & her Power Hub: dec# di spl ay-route-tb

DECnet routing table

Node Por t Next Hop Hops Cost
area-rtr 2 5.1023 1 10
5.34 2 5.1023 2 10
5.45 1 5.45 1 10
5.103 2 5.1023 2 10
5. 477 Loca

5. 553 2 5.1023 2 10
5.811 2 5.1023 2 10
5.1023 2 5.1023 1 10

Examine the node and segment statistics to verify that the PowerHub system is
receiving data and control packets correctly. These commands are described in
Section 3.5.5.

3.5.5 Other Display Commands

Other display commands include the di spl ay- node- par am
di spl ay- port-param and di spl ay-rout ecache commands. The route cache
holds the most recently used paths to various nodes. By examining the cache, you can
determine which nodes were contacted most recently. The cache can be cleared with the
f 1 ush-rout ecache command.
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An example of how these commands are used is shown below:

100: Power Hub: dec# dc
DEC router cache:
Port O1l: enpty

Port 02: enpty

Port 03: 30.331

101: Power Hub: dec# fc
Ckay

102: Power Hub: dec# dc
DEC router cache:
Port 0O1l: enpty

Port 02: enpty

Port 03: enpty

3.6 DISPLAYING STATISTICS

There are two types of statistics collected in the DECnet subsystem: node statistics
and segment statistics. The node statistics are displayed withthenode- st at s command,
and they list information that is not associated with any particular segment.
numbers displayed by the node- st at s command relate to errors or dropped packets, so
theideal display isall zeros. Hereisan example of thenode- st at s command:

All the

411: Power Hub: dec# node-stats
DECnet node statistics (count since |last stats clear):

node unreachabl e pkt |oss
aged packet |oss

node out-of-range pkt |oss

oversi zed pkt |oss
pkt format error

partial routing update |oss

verification reject
routing table corrupted
no tiners for updates

no bufs for sending hello
invalid hello fromrouter

invalid hello from endnode

no room for router adj
no room for endnode adj
low priority rtr bunped
no bufs for Ivl 1 update
Ivl 1 nsg format error
Ivl 1 nsg checksum error
Ivl 1 nsg area num error
no bufs for Ivl 2 update
Ivl 2 nsg format error
Ivl 2 nsg checksum error

router nmoved to diff. port
end node noved to diff. port

[eNeoNeoNeoNoNeoNeoNoNoNoNoNoNoNoNoNoNoNoNeoNoNoNe oo

400-1676-0001, Rev C, Issue 1,V 2.6

PowerHub Supplementary Protocols Manual



82 DECNET COMMANDS CH. 3

Asin other PowerHub subsystems, the DECnet software maintains two copies of the
node statistics:

» Count sincethelast clear.
» Count since the last system reset.

Both counters increment when errors occur, but thenode- st at s- ¢l ear command
clears only the count since last clear. To display the count since the last reset, use the - t
option with the node- st at s command, as shown in the following example. In this
particular example, the hub hasjust been rebooted and no statistics have yet been collected.

412: Power Hub: dec# node-stats -t

DECnet node statistics (count since last stats reset):
node unreachabl e pkt |oss
aged packet |oss

node out-of -range pkt |oss
oversi zed pkt |oss

pkt format error

partial routing update |oss
verification reject

routing table corrupted

no tiners for updates

no bufs for sending hello
invalid hello fromrouter
invalid hello from endnode
no room for router ad

no room for endnode adj

low priority rtr bunped

no bufs for Ivl 1 update
Ivl 1 nsg fornmat error

Ivl 1 nmsg checksum error
Ivl 1 nmsg area numerror
no bufs for Ivl 2 update
Ivl 2 nmsg format error

Ivl 2 nmsg checksum error
router noved to diff. port
endnode noved to diff. port

eNeoNeoNeoNeoNoNeoNoNoNoNoNoNolNoNolNoNolNoNoNoNoNeNoNol

The segment statistics are collected in the same manner. These statistics are primarily
counts of how many DECnet packets are routed through each segment. This can give you
an idea of where the most traffic is coming from, and may provide insight on how to better
structure the network.

Theport - st at s command displaysthe count since last clear. To display the count
since last reset, usethe - t option. This command usesthe standard <seg- | i st >format,
which consists of acomma- and hyphen-separated list of segment numbers(ex: 1, 4, 5- 7).
Theport - st at s command provides the following kinds of information.
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413: Power Hub: dec# port-stats 1,2

DECnet packet statistics for port 1 (count since last stats clear):

transit packet received 0
term nating packet received 61716
hell o pkts rcvd 43007
Level 1 update msgs rcvd 10944
Level 2 update msgs rcvd 7765
pkts rcvd from sel f 0
transit packet sent 0
originating packet sent 63968
transit congestion | oss 0

term nating congestion |oss
circuit down

pkts not sent

end node adj acency down
router adjacency down

end node not added to rt tb
end node is not inrt tb

[eNeoNeoNeolNoNoNo]

DECnet packet statistics for port 2 (count since last stats clear):

transit packet received 0
term nating packet received 34402
hell o pkts rcvd 34402
Level 1 update msgs rcvd 0
Level 2 update msgs rcvd 0
pkts rcvd from sel f 0
transit packet sent 0
originating packet sent 64034
transit congestion | oss 0

term nating congestion loss O
circuit down 0
pkts not sent 0
end node adj acency down 0
router adjacency down 0
end node not added to rt thl O
end node is not in rt thl 0

To clear the count since last clear, issuethe port - st at s- ¢l ear command. This
command can take the <seg-/ist> argument, to display certain segments, or the
keyword al | , to clear statistics for al segments.
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4 IP Security Commands

This chapter describes the PowerHub software implementation of the IP security
options specified by RFC 1108, “U.S. Department of Defense Security Options for the
Internet Protocol.”

RFC 1108 describes how the Internet protocol implements the U.S. Department of
Defense Basic Security Option (BSO) and the Extended Security Option (ESO). For more
complete information, consult this RFC.

Both options (BSO and ESO) are encoded in the options area of each IP datagram.
These options are used to:

 Standardize the representation and transmission of |abelsrequired by network security
models.

» Validate a datagram as appropriate for transmission from the source and delivery to
the destination.

» Ensure that the datagram travels over an appropriately protected route (provided that
routing protocols implement security label information).
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4.1 BASIC SECURITY OPTION

The Basic Security Option (BSO) carries classification level and protection authority
flags. Figure 4-1 shows the BSO format.

10000010 XXXXXXXX SSSSSSSS AAAAAAL AéSAAAI AAAAAALD

Type=130  Length  Classification Protection Authority Flags
Level

FI GURE 4-1 Format of Basic Security Option.

As shown in Figure 4-1, this option has the following fields:

Type Thebinary value 10000010 (decimal 130) identifiesthe
Basic Security Option.
Length Thisbit field specifies the length of the option in octets.

The length is variable and must be at |east three octets,
including the Type, Lengt h,and Cl assi fi cation
Level fields, whichmust bepresent. ThePr ot ecti on
Aut hority Fl ags fieldisoptional.

Classification Level This one-octet field specifies the datagram’ s classification
level. Theencodingsare shown in Table 4-1 from highest
classification level to lowest. Notethat the encodings have
been chosen so that any two classification levelsdifferin at
least four bit positions. Valueslabeled “reserved” are
considered invalid until they have been assigned to named
classification levels.

TABLE 4-1 Classification-level encoding.

Encoding Classification Level
00000001 Reserved 4
00111101 Top Secret
01011010 Secret

10010110 Confidential
01100110 Reserved 3
11001100 Reserved 2
10101011 Unclassified
11110001 Reserved 1
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Thisfield specifiesrulesfor transmission and processing of
the information in the datagram. Thefield consists of a
variable number of octets, with the most significant bit in
each octet coming first (“big-endian”* format). Figure 4-2
shows the big-endian bit order.

3 4 5 6 7

H gh- or der

Low or der

FI GURE 4-2 “Big-Endian” Bit Order.

1

Thefirst seven hits (bits 0 through 6) of each octet are
flags. Each flag is associated with a protection authority .2
If the bit is 1, then the datagram must be protected in
accordance with the rules of that authority.

Table 4-2 shows the protection authority flags currently
assigned. Thelow-order hit (bit 7) of each octet isencoded
asO ifitisthefina octetinthefield, or 1 if thereare
additional octets. Trailing al-zero octets are prohibited.

Initially thisfield requiresonly one octet, becausethereare
fewer than seven protection authorities currently defined.

TABLE 4-2 Protection authority bit assignments.

Bit Number Authority

0 GENSER
1 SIOP-ES|
2 SCI
3 NSA
4 DOE
5,6 unassigned
7 field termination indicator

The terms “little-endian” and “big-endian” originate in Jonathan Swift's Gulliver’s Travels, where they

identify two violently antagonistic religious factions that break their eggs at the little end and the big end

respectively.
RFC 1108 defines security labels specifying the type of protection a datagram must receive. Actually

2.

providing this protection lies outside the scope of the | P protocols.
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4.2 BASIC-SECURITY-OPTION CONFIGURATION PARAMETERS

When you configure the PowerHub system for IP Security, you can define
system-level (global) parameters and segment-specific parameters. Each parameter has a
default value, which is reinstated under any of the following conditions:

» Power iscycled off and on.
» Thesecurity user-interface command, describedin Section 4.5.2, isissued.

One parameter, cont r ol , isgeneral to IP Security and is not associated exclusively
with system-level or segment-level security. This parameter specifies whether |P Security
isactivated. Thedefaultis“disabled.” The system-level and segment-level parametersare
described in the following sections.

4.2.1 System-Level (Global) Parameters

Table 4-3 lists the configuration parameters that must be defined for each PowerHub
system implementing the BSO. The parameter names match the names you specify with
thesecurit y command when you define them. For each parameter, the default valueis
listed. Seethe proceduresin Section 4.8 for information on defining these parameters

TABLE 4-3 System-level parameters.

Parameter and Description Default

system aut hority-in|sai none

The set of al Protection-Authority-Flag fields permitted in any datagram
received by the PowerHub system. Each set element is a series of one or more
octets, representing a permitted combination of protection-authority flags.

For instance, if sai contains the elements 00110000 and 01011000, then
received datagrams protected according to SCI and NSA rules, in the first case,
or SIOP-ESI, NSA, and DOE rules, in the second, are permitted.

system aut hority-out| sao none

The set of al Protection-Authority-Flag fields permitted in any datagram
transmitted by the PowerHub system. Each set element isa series of one or more
octets, representing a permitted combination of protection-authority flags.

system| evel - max| sl x unclassified
The highest classification level permitted in any datagram transmitted by the

PowerHub system.

system |l evel -nin|sln unclassified

The lowest classification level permitted in any datagram transmitted by the
PowerHub system.
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4.2.2 Segment-Level Parameters

Table 44 lists the configuration parameters that can be defined for each PowerHub

segment.
corresponding system-level parameters.

These parameters further restrict, for the segment(s) you specify, the

Aswith the system-level parameters, the names match the names you specify with the
security command when you define them. For each parameter, the default value is listed.
See the procedures in Section 8.9 for information on defining these parameters.

TABLE 4-4 Segment-level parameters.

Parameter and Description Default

port-authority-err| pae none

A single Protection-Authority-Flag field, selected from the values in

port-aut hority-out andassigned to transmitted ICMP error messages.

port-authority-in|pai none

The set of all protection authority flag fields permitted in any datagram received

on this segment.

port-authority-out| pao none

The set of all protection authority flag fields permitted in any datagram

transmitted on this segment.

port-bso-reqd-recv| pbr no

A O (false or no) or 1 (true or yes) indicating whether all datagrams received on

this segment must contain a Basic Security Option. If 0 (ho), unlabeled

datagrams receive the classification label and protection authority flag field

specified in port-inmplicit-Iabel; if 1 (yes), receipt of an unlabeled

datagram resultsin an error.

port-bso-reqd-xmt| pbx no

A O (false or no) or 1 (true or yes) indicating whether all datagrams transmitted

on this segment must contain a Basic Security Option. If 0 (no),

port-bso-reqd- xm t shouldaso besettono.

port - def - aut h- out | pdao none

Sets or clears a single Default-Protection-Authorities field attached to unlabeled

datagrams transmitted from the specified segment. This is not an RFC 1108

parameter but gives you the ability to configure default security settings for

outgoing packets.

port-inplicit-label]pil level:
. N . , , ) unclassified

A single classification level and a single protection authority flag field to

be associated with all “unlabeled” datagrams received on this segment. An

unlabeled datagram is one that does not contain a Basic Security Option. authorities:

Theport-inplicit-I|abel settingismeaningful only if none

port-bso-reqd-recv isfase
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TABLE 4-4 (Continued) Segment-level parameters.

Parameter and Description Default
port-1evel - max| pl x unclassified
Thehighest classification level permitted in any datagram transmitted or received

on this segment.

port-level -mn| pln unclassified

Thelowest classification level permitted in any datagram transmitted or received
on this segment.

port-strip-bso| psh no

Enables you to remove the Basic Security Option from packets going out on the
specified segment or segments. This feature is particularly useful if you are
sending to a system that does not implement security labeling.

4.2.3 Required Security Relationships

In every PowerHub system implementing IP Security, the following relationships
must hold:

system—| evel —max =port —| evel —max zport —l evel —m n=system-| evel —nin
system—aut hority—inOport —authority—in
system—aut hority —out Oport —aut hority —out

For IP Security to function properly on the PowerHub system, your IP Security
definitions must adhere to these relationships.

4.3 EXTENDED SECURITY OPTION

The Extended Security Option (ESO) has not yet been fully defined and is therefore
not currently implemented by PowerHub software. This option will permit a datagram to
carry additional security information beyond that in the Basic Security Option. RFC 1108
specifiesthe ESO format. Additional security information codes, along with the associated
syntax, semantics, processing rules, and configuration parameters, are to be published in
future RFCs.
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IP SECURITY COMMANDS

All IP security commands are part of theip subsystem. To issue these commandsyou
must be in the ip subsystem, or you must preface the command with “i p”. All security
commands begin withsecuri ty (oritsterseformsec).

The PowerHub system lets you choose between two different levels of security user
interface: extended or smple. The extended user interfaceletsyouindividually set all the
I P security parameters listed in Section 4.2 on page 88. The simple user interface letsyou
define the following security parameters on a segment-by-segment basis:

* port-Ilevel - max
e port-level-mn

e port-authority-inandport-authority-out (mustusethesameflaglistfor
both incoming and outgoing datagrams).

The display that follows shows the on-line help display for the extended user
interface.

security| sec <paraneter-and-info>
Conmand to configure systemfor handling I P security options.
There are two forms of <paraneter-and-info>:
<security-paranmeter> <security-info>
<port-list> <security-paranmeter> <security-info>
<security-info> and the presence/ absence of <port-list> vary
based on <security-paraneter>. For nore information, use help
specific to <security-paraneter>, one of the follow ng:

control | ctl license | lic
port-configuration | pcf secure | sec
system configuration | scf unsecure | unsec

user-interface| ui

As shown in these help listings, the first argument of this command (for system-wide
parameters) or the second argument (for segment-level parameters) indicatesthe parameter
to be configured. The remaining arguments specify the desired configuration.

You can change between user interfaces using the security user-interface
command. Note, however, that all security parameters are reset to their default values
when you use this command.

4.5 ENABLING IP SECURITY

Enabling the PowerHub system’s | P security processing involves these steps:

(1) Enter avalid IP Security license number. (The license number is supplied when
you purchase your |P Security license from FORE Systems.)

(2) EnableIP security control.

(3) Optionally change the user-interface level.
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4.5.1 Entering a License Number

To enter your |P Security license:

(1) Access the ip subsystem, if you have not aready done so. (To access the ip
subsystem, issuethei p command.)

(2) Enter the following command at the command prompt:

sec |icense <nunl>-<nun2>-<nunB>

where:

<numl> Specifies the option for which you are entering alicense
number. Specify 01 for IP security.

<nung> Specifiesthe | P security serial number.

<nunB> Isaunique 10-digit number used with the serial number to

identify your 1P Security license.

Here is an example of this command:

6: Power Hub:ip# security |license 01-1234-0123456789
7: Power Hub: i p#

In the command shown in the example above, you must replace the sample license
number 01- 1234- 0123456789 with your own factory-supplied license number.

Thel i cense command activates the | P security features and initializes | P security
parameters (other than | i cense) to their default values, but does not enable I P Security.
(Thisisaccomplished using thesecuri ty cont r ol command, discussed in Section 4.2
on page 88.)

Another form of thel i cense command, security license cl ear, invaidates
an existing license. This command is accepted only when avalid license has already been
entered.

4.5.2 Enabling IP Security Control

You can enable IP security processing of incoming and outgoing packets using the
sec cont r ol command, as shown in the following example:

7: Power Hub: i p# security control enl
8: Power Hub: i p#

When security processing is enabled by this command, all incoming packets are
examined for security options and are blocked or forwarded according to the default
security parameters or others you have configured. All outgoing packets have security
options added, deleted, or modified according to the appropriate parameters. The default
vaueisdi s (disabled).
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Thesecurity control command can also disable | P security processing.

8: Power Hub: i p# security control dis
9: Power Hub: i p#

When | P security processing is disabled, incoming security options are ignored, and
security options for outgoing packets are not added, deleted, or modified.

Note that disabling IP security processing does not affect the current settings of any
IP security parameters. If you make changes to IP security parameters while security
processing is disabled, the changes take effect the next time security processing is enabled.
We recommend that you configure all security parameters before enabling security
processing.

4.5.3 Changing the User Interface Level

Before configuring the PowerHub system for I P Security, you can choose between the
following user-interface levels:

Smple Contains few parameters. The |P Security parameters are
arguments specified with thesec secur e command.
These parameters apply only to individual segments. If
you want to implement system-wide security, we
recommend that you use the extended interface.

Extended Letsyou set each IP Security parameter on a system-wide
basis.

To change the user interface level, issue the following command:

sec user-interface|ui sinple|sim]| extended|ext
where:

si npl e| sim | extended| ext

Specifieswhether you want the simple user interface or the
extended one. Thedefaultissi npl e.

NOTE: When you issue the user-interface command, al IP Security
parameters are reset to their defaults. We recommend that you issue this command
from within your configuration file. Place the command before the commands that set
the | P Security parameters.
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4.6 SAVING THE IP SECURITY CONFIGURATION

Toactivate |P security, thesecuri ty cont r ol command must beissued every time
the PowerHub system reboots. In addition, the IP security parameters described in later
subsections must be set to their desired values. Y ou can issue these commands manually
each time you reboot the PowerHub system, or you can save them to aconfiguration file.

To save the IP Security configuration settings to a configuration file, issue the
mgnt svcf g command or thet ft p svcf g command, followed by the configuration file
name. Hereisan example:

9: Power Hub: i p# nmgnt svcfg cfg
Configuration saved to cfg
10: Power Hub: i p#

In thisexample, the default configuration file name (cf g) isspecified. Thefollowing
information is saved in the configuration file:

* Thelicense number.

 The current state of IP security processing (enabled or disabled by the
security control command).

e The current value of all configurable IP security parameters.
» The user interface setting (simple or extended).

If the configuration is stored in the file named cf g, it is restored each time the system is
rebooted. Like other configuration information, thisinformation is stored in ASCII format
and can be edited off-line. See the Installation and Configuration Manual for your
PowerHub system.

4.7 USING THE SIMPLE INTERFACE

If you choose to use the simple interface, use the following command to configure
specific segments for | P Security:

security| sec <seg-/ist> secure|sec <mn-/evel >
[to <max-level 5] [<auth-list> [<auth-list> ..]]
where:

<seg-list> Specifies the segments for which you are setting the
security parameters.
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Specifies the minimum acceptable security level of
incoming or outgoing datagrams. Y ou can specify one of
the following:

top-secret|ts

secret|se

confidential | cf

uncl assi fi ed| uc

Thedefaultisuncl assi fi ed.

Specifies the maximum acceptabl e security level of
incoming or outgoing datagrams. 'Y ou can specify one of
the following, provided it is greater than or equal to the
value specified for <min-level>:

top-secret|ts

secret|se

confidential | cf

uncl assi fi ed| uc

The default isthe value specified for <ni n- | evel >.

Specifies the specific fields you are adding or removing.
Validfields are:

genser| gs
si op-esi | se
sci| sc

nsal ns

doe| do

Use commas to separate the flags within each field of the <f I ag- I i st > argument.
Use spacesto separate different fields. Do not include a space before or after acomma, or
the PowerHub system will interpret it as afield separator.

To remove the security parameters from one or more segments, use the following

command:

security <seg-/ist> unsecure|unsec
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4.8 SYSTEM-LEVEL IP SECURITY PARAMETERS AND COMMANDS

NOTE: The security parameters described in this section appear only in the extended
user interface. To access this user interface, use the user - i nt er f ace command.
See Section 4.5.3 on page 93.

The PowerHub system’s | P security software lets you set security parameters at both
the system-wide (PowerHub) level and at the segment level, corresponding to the
requirements of RFC 1108. In general, the system-wide parameters specify the highest
(most secure) and lowest (least secure) levels of authority permitted. Segment-level
parameters must be set at or within the system-level bounds.

This subsection describes the commands for setting system-wide parameters. These
commands do not take a <seg- / i st >argument. The remainder of this section describes
the system-wide IP security parameters and corresponding commands in detail. The
commands and examples in this section assume that you are using the extended user
interface.

The display that follows shows the on-line help for the system-level IP Security
commands.

security|sec control|ctl dis|en
Di sabl e/ Enabl e | P security option processing

security|sec systemauthority-in|sai add|del <authlst>
Add/ Del ete protection authority flag fields used for validating
i ncom ng dat agr ams.

<authlst> is a comma-separated |list of authority flags
genser | gs siop-esi | se sci | sc
nsa | ns doe | do

security|sec systemauthority-in|sai none
Rermove all protection authority flag fields used for validating
i ncom ng dat agramns.

WARNING This will renpve authority flag fields in port-authority-in
for all ports

security|sec systemauthority-out|sao add|del <authlst>
Add/ Del ete protection authority flag fields used for validating
out goi ng dat agr ans.

<authlst> is a comma-separated |ist of authority flags
genser | gs siop-esi | se sci | sc
nsa | ns doe | do
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security|sec systemauthority-out|sao none
Renmove protection authority flag fields used for validating outgoing
dat agr amns.

WARNING This will renove authority flag fields in port-authority-out
for all ports.

security|sec systeml evel -max| sl x <l evel >
Speci fy highest classification |level that nmay be present in either
incom ng or outgoing datagrans.

<l evel > is one of the follow ng:
top-secret | ts secret | se
confidential | cf uncl assified | uc

security|sec systemlevel -mn|sln <level >
Specify lowest classification |evel that may be present in either
i ncomi ng or outgoing datagrans.

<l evel > is one of the follow ng:
top-secret | ts secret | se
confidential | cf uncl assified | uc

4.8.1 Displaying the System Security Configuration

At any time, you can display the IP Security configuration for the PowerHub system
using thesec syst em confi gurati on command. Hereisan example of the display
produced by this command:

10: Power Hub: i p# sec scf
................ I P Security System Configuration .................

Control : Di sabl ed
systemauthority-in: sci nsa,doe
system aut hority-out: none

system| evel - max: uncl assified
system| evel -m n: uncl assi fi ed
11: Power Hub: i p#

To display the IP Security configuration for a specific segment or segment list, usethe
sec port-configuration command, described in Section 4.10.1 on page 103.

4.8.2 Defining Protection-Authority-Flag Fields

The Protection-Authority-Flag fields need to be defined for incoming and outgoing
datagrams. Use the procedures in the following sections to add or remove
Protection-Authority-Flag fields.

One of the fields must be present in its entirety in each incoming packet on every
segment. If novalid field is present, the packet is not forwarded.

You can specify more restrictive sets of flags for individual segments using the
securityport-authority-incommand,describedinSection 4.10.3.10n page 104.
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4.8.2.1 Incoming Datagrams

To add or delete Protection-Authority-Flag fields for incoming datagrams, issue the
following command:

security|sec systemauthority-in|sa
add| del <auth-1ist>
where:

add| del Specifieswhether you are adding or removing the specified
fields.

<aut h-1ist> Specifies the specific fields you are adding or removing.
validfields are:
genser| gs
si op-esi| se
sci | sc
nsal ns
doe| do

Use commas to separate the flags within each field of the <aut h- 1 i st > argument.
Use spaces to separate different fields. Do not include a space before or after acomma, or
the PowerHub system will interpret it as afield separator.

For example, to specify that all incoming packets must contain either thesci flag or
both the doe and the nsa security flags, type the following command:

11: Power Hub: i p# sec sai add sci doe, nsa
12: Power Hub: i p#

To verify flags, use the security system-configuration command:

12: Power Hub: i p# sec scf
................. IP Security System Configuration .................

Control : Di sabl ed
systemauthority-in: sci nsa,doe
system aut hority-out: none

system| evel - max: uncl assi fi ed
system| evel -m n: uncl assi fi ed
13: Power Hub: i p#

You can enter flags in any order, but the scf command always lists flags within a
fieldintheorder genser, si op- esi, sci, nsa, doe, corresponding to the RFC 1108 bit
assignments.

If you specify both valid and invalid flag fields, only the valid fields are added.
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To specify that all incoming packets must contain bothgenser andsci flags, or else
nsa, doe, and si op- esi flags, issue the following command:

13: Power Hub: i p# sec sai add gs, sc ns, do, se
14: Power Hub: i p#

Notethat thesec sai add command addsto the existing list of authority flag fields.
It does not delete or replace flags or fields already on the list. Thus, the list resulting from
the execution of commands 11 and 13 above hasfive fields.

14: Power Hub: i p# sec scf

................. IP Security System Configuration .................
Control : Di sabl ed

systemaut hority-in: genser,sci siop-esi,nsa,doe sci nsa, doe
system aut hority-out: none

system| evel - max: uncl assi fi ed

system| evel -m n: uncl assi fi ed

15: Power Hub: i p#

To delete one or more flag fields from the current list, use the sec sai del
command. Theflagfieldsto be deleted, which you specify asan argument, must be present
in the current configuration. You can enter the flags within a field in any order. If you
specify both valid and invalid fields, only the valid fields are deleted. Y ou cannot add or
delete flags within afield.

To delete all current flag fields, issue the following command:
sec systemauthority-in none

This command removes al Protection-Authority-Flag fields used to validate
incoming datagrams. Deleting the system-wide fields also deletes all segment-level flag
fields.

If an incoming packet has no security option label, its treatment depends on the
segment on which it arrives. If theport - bso-reqd-recv parameterissettoyes, the
packet is not forwarded. However, if this parameter is set to no, the packet is assigned the
security options specified for the port-inplicit-1abel parameter and processed
accordingly.
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4.8.2.2 Outgoing Datagrams

To add or delete Protection-Authority-Flag fields for outgoing datagrams, issue the
following command:

security|sec systemauthority-out]|sao

add| del <auth-1ist>

where:

add| del Specifies whether you are adding or removing the listed fields.

<aut h-1ist> Specifies the fields you are adding or removing. Valid

fieldsare:
genser| gs
Si op-esi| se
sci | sc

nsajl ns

doe| do

Aswiththesecurity system aut hority-incommand, you must use commas
to separate the flags within each field of the <fl ag-1i st > argument. Use spaces to
separate different fields. Do not include a space before or after acomma, or the PowerHub
system will interpret it as afield separator.

The securitysystemauthority-out command specifies a set of
Protection-Authority-Flag fields. Each field isacombination of protection authority flags.
One of these fields must be present in its entirety in each outgoing (forwarded) packet on
every segment. If no valid field is present, the packet is not transmitted. Y ou can specify
more redtrictive sets of flags for individua segments using the
security port-authority-out command, describedin Section 4.8.3.2 on page 101.
The default isnone (no protection authority flags may be present).

If an outgoing (forwarded) packet has no security option label, its treatment depends
on the segment on which it istransmitted. If theport - bso-reqd- xm t parameter isset
toyes, the packet isnot forwarded. However, if this parameter is set to no, the unlabeled
packet is forwarded without modifications (except that any security fields present are
stripped).

To remove all Protection-Authority-Flag fields for outgoing datagrams, issue the
following command:

sec systemauthority-out none

Deleting the system-wide fields also deletes all segment-level flag fields.

4.8.3 Specifying the Classification Levels

Use the commands in this section to specify the maximum and minimum
classification levels permitted in any datagram transmitted or received by the PowerHub
system. You can specify more redtrictive levels for individual segments using the
sec port-1level -max and sec port-| evel - mi n commands described in the next
subsection.
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4.8.3.1 Maximum Classification Level

To specify the highest classification level permitted in any datagram transmitted or
received by the system, use the following command:

security|sec system| evel - max| sl x </ evel >
where:
<l evel > Is one of the following:
top-secret|ts
secret|se
confidential | cf
uncl assi fi ed| uc
Thedefaultisuncl assi fi ed.

4.8.3.2 Minimum Classification Level
To specify the lowest classification level permitted in any datagram transmitted or
received by the system, use the following command:
security|sec systemlevel-mn|sln</evel >
The vaues for the </evel> arguments are identica to those for the

system| evel -max  command. The <level> vyou gpecify for the
system | evel - mi n parameter must be less than or equal to thesyst em- | evel - max
parameter.

4.9 SEGMENT-LEVEL COMMANDS

NOTE: The security parameters described in this section appear in the extended user
interface. 1f you want to use the simple user interface, see Section 4.5.3 on page 93.

Help listings for security commands that apply to a <seg-/i st> are listed in
Table 4-5. Asinother commands, <seg- / i st >isacomma- and hyphen-separated list of
segments, or thekeyword al | . Notethat <seg-/ i st >alwaysfollowsthesec command
and precedes the segment-level command.
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4.10 SEGMENT-SPECIFIC IP SECURITY COMMANDS

Table 4-5 lists the segment-specific |P Security commands.

TABLE 4-5 Segment-specific IP security commands.

CH. 4

security|sec <port-list> port-authority-err|pae none| <authl st>
Set/d ear authorities flag used in outgoing |CVWP Error/Response Messages
for specified port(s)
NOTE: Thi s paraneter nust a subset of port-authorities-out.
<authlst> is a conma-separated |ist of authority flags
genser | gs siop-esi | se sci | sc
nsa | ns doe | do

security|sec <port-list> port-authority-in|pai none
Renove all protection authority flag fields used for validating incom ng
dat agrams on specified port(s)

Add/ Del ete protection authority flag fields used for validating incom ng
dat agrams on specified port(s)
NOTE: port-authority-in nmust be a subset of systemauthority-in.
<authlst> is a conma-separated |ist of authority flags

genser | gs siop-esi | se sci | sc

nsa | ns doe | do

security|sec <port-list> port-authority-out|pao none
Renove all protection authority flag fields used for validating outgoing
dat agranms on specified port(s)

security|sec <port-list> port-authority-out|pao add|del <authl st>
Add/ Del ete protection authority flag fields used for validating outgoing
dat agrams on specified port(s)
NOTE: port-authority-out nust be a subset of systemauthority-out.
<authlst> is a conma-separated |ist of authority flags
genser | gs siop-esi | se sci | sc
nsa | ns doe | do

security|sec <port-list> port-bso-reqd-recv|pbr yes|y|no|n
Speci fy whether basic security option nust be present in incomng
dat agrams on specified port(s)

security|sec <port-list> port-bso-reqd-xnit|pbx yes|y|no|n
Speci fy whether basic security option nust be present in outgoing
dat agrams on specified port(s)

security|sec <port-list> port-configuration|pcf
Di spl ay security paranmeters for specified port(s)

security|sec <port-list> port-def-authority-out|pdao none| <authl st>
Set/d ear default authorities flag used in outgoing datagrans
for specified port(s)
NOTE: Thi s paranmeter nmust a subset of port-authorities-out
<authlst> is a conma-separated |ist of authority flags
genser | gs siop-esi | se sci | sc
nsa | ns doe | do

security|sec <port-list> port-authority-in|pai add|del <authlst> [<authlst> ..
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TABLE 4-5 (Continued) Segment-specific IP security commands.

security|sec <port-list> port-inplicit-label]|pil <level> [none|<authlst>]
Security | abel used for validating incom ng datagrans on specified
port(s), that do not have the basic security option
NOTE: This paraneter is applicable only if port-bso-reqd-recv is
"no" for the specified port(s)
<level > is one of the follow ng

top-secret | ts secret | se
confidential | cf uncl assified | uc
<authlst> is a conma-separated |ist of authority flags
genser | gs siop-esi | se sci | sc
nsa | ns doe | do

security|sec <port-list> port-I|evel-max|plx <level >
Speci fy highest classification | evel that nay be present in either
incom ng or outgoing datagrams on specified port(s)
<level > is one of the follow ng
top-secret | ts secret | se
confidential | cf uncl assified | uc

security|sec <port-list> port-level-nmin|pln <level>
Specify | owest classification |level that may be present in either
incom ng or outgoing datagranms on specified port(s)
<level > is one of the follow ng
top-secret | ts secret | se
confidential | cf uncl assified | uc

security|sec <port-list> port-strip-bso|psb no|n|yes|y
Strip BSO in packets going out on the specified port(s)
NOTE: This paraneter is applicable only if port-bso-reqd-xm
is set to "no".

4.10.1 Displaying the Segment-Security Configuration

At any time, you can display the IP Security configuration for one or more specific
segments using the sec port - confi gurati on command. Here is the syntax for this
command:

security| sec <seg-/ist>port-configuration|pcf

Here is an example of the display produced by this command. In this example,
segment 1 is specified for <seg- /i st >.

14: Power Hub: i p# sec 1 pcf
.......... I P Security System Configuration for Port 1...........

port-authority-err: none

port-authority-in: none

port-authority-out: none

port-bso-reqd-rec: no

port-bso-reqd-xmt: no

port-def-auth-out: none

port-inplicit-label: Lvl: unclassified Auth:  none
port-level -max: unclassified

port-level-mn: unclassified

port-strip-bso: yes

15: Power Hub: i p#
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4.10.2 Specifying a Protection Authority Flag Field

Theport-aut hority-err parameter specifiesasingle Protection-Authority-Flag
field. Thisfieldisattached to ICMP error messagestransmitted from the specified segment
or segments. Thiserror field must be one of those presentintheport - aut hori t y- out
parameter for the segment, which in turn must be present in the
system aut hority-out parameter. The default is none (no protection authorities
specified).

The syntax for thiscommand is:

security|sec <seg-list>

port-authority-err|pae
none| <aut h-1i st >
where:
<seg-list> Specifies the segment(s) for which you are defining the
Protection-Authority-Flag field.

none| <aut h-1i st > Specifies the contents of the Protection-Authority-Flag
field. You can specify none or alist containing any of the
following:
genser| gs
si op-esi | se
sci| sc
nsal ns
doe| do

You can specify only asingle <f/ ag- /i st >field. Tosetport-authority-err toa
different value, repeat the command with the new value. To clear the current value, use
none asthe argument.

4.10.3 Defining a Set of Protection-Authority-Flag Fields

You can define a set of Protection-Authority-Flag fields for incoming and outgoing
datagrams. Incoming and outgoing fields are defined using different commands. The
following sections describe these commands.

4.10.3.1 Incoming Datagrams

Thesecurity port-authority-incommand addsto, deletes from, or clears a
set of Protection-Authority-Flag fields. Each fidd <auth-1ist> is a list of
Protection-Authority flags. One of these fields must be present in its entirety in each
incoming packet on the specified segment or segments. If no valid field is present, the
packet is not forwarded.

The flags specified for <aut h-1i st > must be a subset of the flags specified for
<aut h-1i st > with the syst em aut hori ty-i n command. The default isnone (no
protection authority flags may be present).

The syntax for the port-authority-in command is identica to that for
syst em aut hority-in, except for the addition of a<seg- /i st >.
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4.10.3.2 Outgoing Datagrams

Thesec port-aut hority-out command adds to, deletes from, or clears a set of
Protection-Authority-Flag fields. One of these fields must be present in its entirety in each
outgoing (forwarded) packet on the specified segment or segments. If no valid field is
present, the packet is not transmitted.

The flags specified for <aut h-1i st > must be a subset of the flags specified for
<aut h-1i st > withthesyst em aut hori t y- out command. The defaultisnone (no
protection authority flags may be present).

The syntax for the port -aut hority-out command is identical to that for the
syst em aut hori t y- out command, with the addition of a<seg-/i st >.

4.10.4 Setting the Basic-Security-Option Requirement

For each segment, you can specify whether datagrams must contain a BSO (Basic
Security Option). You use different commands to specify whether this option must be
present for incoming datagrams and outgoing datagrams. Note that you can specify that
BSO must be present in incoming datagrams on a specific segment only if you first specify
BSO for outgoing datagrams on that segment.

4.10.4.1 Outgoing Datagrams

The port-bso-reqd-xmt command specifies whether outgoing (forwarded)
datagrams transmitted on this segment must contain a BSO. If you specify yes, then
unlabeled packets are not forwarded. If you specify no, then unlabeled packets are
forwarded without modification (except that any security fields present are stripped).
There is no corresponding system-wide command. The syntax for the
port-bso-reqd-xmt commandis.

security|sec <seg-/ist>port-bso-reqd-xmt| pbx

yes|y| no|n
The default is no. If you specify no, the port - bso-reqd-recv parameter for that
segment is forced to no.

4.10.4.2 Incoming Datagrams

The port-bso-reqd-recv command specifies whether incoming datagrams
received on this segment must contain aBSO. If you specify yes, then unlabeled packets
(ones that do not contain a BSO) are not forwarded. |If you specify no, then unlabeled
packets are assigned the security options specified by thesec port-inmplicit-I abel
command (see Section 4.10.6.2 on page 107) and processed accordingly. There is no
corresponding system-wide command.

The syntax is:
security|sec <seg-list>port-bso-reqd-recv| pbr
yes|y| no| n

The default is no. To avoid configuration errors, the port-bso-reqd-recv
parameter can be set to yes only if the port - bso-reqd- xni t parameter has aready
been set to yes for this segment.
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4.10.5 Dealing with Unlabeled Datagrams

Y ou can define how the PowerHub system handles datagrams that do not have aBSO
label. For outgoing datagrams, you can use the port - def - aut hori t y- out command
to set or clear asingle Default-Protection-Authoritiesfield. For incoming packets, you can
assign a single classification level and Protection-Authority-Flag field using the
port-inplicit-label command. The syntax for these commands is shown in the
following sections.

41051 Setting or Clearing a Default-Protection-Authorities Field

The port-def-authority-out command sets or clears a single
Default-Protection-Authorities field attached to unlabeled datagrams transmitted from the
specified segment. This is not an RFC 1108 parameter but it gives you the ability to
configure default security settings for outgoing packets. This field must be one of those
specified for the port - aut hori t y- out parameter for the segment, which in turn must
be presentinthesyst em aut hori t y- out parameter.

The syntax for this command is:

security|sec <seg-/ist>
port - def-aut hority-out| pdao
none| <aut h-1i st >

where:

<seg-list> Specifies the segment(s) for which you are defining the
Default-Protection-Authorities field.

none| <aut h-1i st > Specifies the contents of the

Default-Protection-Authorities field. Y ou can specify
none or alist containing any of the following:
genser| gs

Si op-esi| se

sci|sc

nsajl ns

doe| do

Youcanspecify only asingle<f | ag-/ i st >field. There
isno corresponding system-wide command. Thedefaultis
none (no protection authorities added).
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4.10.5.2 Assigning a Classification Level

Theport-inplicit-Iabel command assigns a single classification level and a
single Protection-Authority-Flag field to al unlabel ed datagrams received on this segment.
This parameter is meaningful only if theport - bso- r eqd- r ecv parameter is set to no.
There is no corresponding system-wide command.

The syntax for this command is:

security| sec <seg-/ist>
port-inplicit-Iabel]|pil<l/evel>
[ none| <aut h-1i st >]

The argument values are exactly the same as those for the
port-def-authority-out command, described in the previous section.

4.10.6 Specifying the Classification Levels

Use the commandsin this section to specify more restrictive maximum and minimum
classification levels permitted in any datagram transmitted or received by a particular
segment. These levels must fall within the range defined for the PowerHub system using
thesystem | evel - max andsyst em | evel - ni n commands.

410.6.1 Maximum Classification Level

To specify the highest classification level permitted in any datagram transmitted or
received on a particular segment or segments, usethesec port -1 evel - max command:

security|sec <seg-l/ist>port-I|evel - max| pl x
<l evel >

The </evel> must be less than or equal to the level specified with the
system | evel - max parameter and greater than or equal toport - | evel - mi n. Thede-
faultisuncl assi fi ed.

4.10.6.2 Minimum Classification Level

To specify the lowest classification level permitted in any datagram transmitted or
received on a particular segment or segments, usethesec port -1 evel - m n command:

security|sec <seg-list>port-level-mn|pln
<l evel >

The <l evel > must be greater than or equal to the level specified with the
system | evel - mi n parameter and less than or equal to port-1evel -max. The
defaultisuncl assi fi ed.
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4.10.7 Stripping the Basic Security Option from Outgoing Datagrams

The sec port-strip-bso command enables you to remove the Basic Security
Option from packets going out on the specified segment or segments. This feature is
particularly useful if you are sending to a system that does not implement security labeling.
Thereis no corresponding system-wide command.

The syntax for this command is:
security|sec <seg-/ist>port-strip-bso|psb
no| n|yes|y

This parameter is meaningful only if thepor t - bso-reqd- xm t parameter is set to no.
The default isno.
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Part 2. Filtering

This part provides information on the commands you use to create IPX RIP and
SAP filters for IPX, or zone and forwarding filters for AppleTalk. This part contains the
following chapters:

Chapter 5:  AppleTalk Filtering Commands
Describes filtering commands in the atalk subsystem.

Chapter 6:  1PX Filtering Commands
Describes filtering commands in the ipx subsystem.

For information on other types of filters, see the following chapters in the
PowerHub Software Manual, V 2.6:

Bridge filter commands Chapter 9.

TCP filter commands Chapter 10.
IP filter commands Chapter 11.
RIP filter commands Chapter 12.
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5 AppleTalk Filtering
Commands

AppleTalk Zone and NBP (Name Binder Protocol) filters provide security control
over the server information sent and received by the AppleTalk networks associated with
your PowerHub segments. Filters can perform the following functions:

» Send or block zone updates on specified PowerHub segment(s) that are sent from a
particular network.

» Accept or discard a specific zone name received on a specific network.
» Report or hide a specific zone name in a specific network.

» Send or block NBP information on a specific segment.

5.1 ACCESSING THE IPX FILTER COMMANDS

All the commands in this chapter are in the at al k subsystem. To accessthe at al k
subsystem, enter at al k at the runtime command prompt.

5.2 EXCLUSIVITY

AppleTalk filters of the same type (update, accept, report, and NBP forwarding filters)
are mutually exclusive. If you define a filter that explicitly receives or sends specific
information, all other information is implicitly discarded. For example, if you define an
accept filter that explicitly accepts updates from a specific network, all other updates from
that network are discarded. To accept additional updates from that network, you need to
define additional filters. However, updates received from other networks are not affected.
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If you need to secure access to just a few networks, it is generally easier to define
filters that block or discard update information sent on or received just from those
networks. All update information not explicitly blocked is forwarded. However, if your
network reguires tight security, you can define filters that explicitly allow only specific
updates to be sent or received.

5.3 INPUT FILTERS AND OUTPUT FILTERS

When you define an AppleTak zone filter, the items of information you supply are
the network range and the segment number, or the zone name and segment number. For
NBP filters, the items of information you supply are the zone name and segment number,
or the AppleTalk object type and network range. The use of these arguments depends on
whether you are defining an input filter or an output filter:

Input filter Operates on the receiving end of the report or update. When
anetwork or a specific segment receives areport or update,
input filters accept or reject information in the update. Zone
accept filters are input filters.

Output filter Operates on the sending end of the report or update. Before
an update or report is sent for an AppleTalk network on a
specific segment, output filtersreport or discard entriesin the
update or report. Zone update and zone report filters are
output filters.

54 APPLYING MULTIPLE FILTERS

Filters are applied in ascending numerical order (from the lowest filter number to the
next highest). Therefore, filters should be defined in a “most important” to “least
important” order. If you define more than onefilter, the following rules determine how the
filters are applied:

The filtering process accepts or discards packets when a filter finds the AppleTalk
zone or network number that it is constructed to match. If a match is made, the filter
performs its user-defined function. AppleTalk zone filters and NBP filters work in the
following manner:

 If dl filtersarer eport or send filters and there is no match, the zone or NBP object
is hidden or blocked.

« If dl filtersare hi de or bl ock filters and there is no match, the zone or NBP object
is reported.

» If bothreport and hi de filters, or send and bl ock filters, are defined and there is
no match, the zone is hidden. To change this behavior, define the last filter (filter
number 128) as areport filter that matches all zones.
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5.5 ZONE FILTER COMMANDS

Table 5-1 lists and describes the AppleTalk filter commands and their syntax. For
each command, the management capability (root or monitor) is listed, as well as the
section that contains additional information about the command.

TABLE 5-1 AppleTalk zone filter commands.

Command and Description Capabilityt  See...

zone-accept-filter| zaf R 552
add| a <fil nunm> accept|a | discard|d

<rcv-nwrange>| all <zone-nane>|*

chng| ¢ <filnun> accept|a | discard|d
[ <rcv-nwrange>| al | <zone-nane>| *]

show| s <filter-list>| all

del |d <filter-1list>| all
Adds, changes, deletes, or shows AppleTalk zone accept filters.

zone-report-filter|zrf R 553

add| a <filnune report|r | hide|h

<snd- nwrange>| al | <zone-name>|*

chng| c <filnun> report|r | hide|h

[ <snd- nwrange>| al | <zone- nane>| *]

show| s <filter-list>|all

del |d <filter-/ist>|all
Adds, displays, changes, or deletes AppleTalk zone report filters.

TR= Root, M= Monitor.
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TABLE 5-1 (Continued) AppleTalk zone filter commands.

Command and Description Capabilityt  See...

zone-update-filter]| zuf R 551
add| a <filnun> send|s | block|b
<segnent > <snd- nwr ange>

chng| c <fil nun> send|s | block|b
[ <segnment > <snd- nwr ange>]

show| s <filter-list>|all

del |d <filter-Ilist>| all
Adds, displays, changes, or deletes AppleTak zone update filters.

TR= Root, M= Monitor.

The following sections describe the commands to add, display, change, and delete
AppleTak zonefilters.

NOTE: Because zone and network information is exchanged when a zone or interface
is configured, to ensure the proper functioning of your AppleTak zone filters, we
recommend the following setup procedures:

» Disable AppleTak routing first on the PowerHub system. This step clears all
previously learned zones (if any).

» Apply zonefiltersto your PowerHub system before adding any zonesor interfaces.
This step ensures that the filter for the appropriate zoneisin place before any zones
are learned on the specified hub.

* Re-enable AppleTalk routing. This step re-introduces the zone information except
for the zone(s) that the filter was constructed to control.
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5.5.1 Update Filter Commands

The following sections describe how to add, display, change, and delete zone update
filters.

55.1.1 Adding an Update Filter
Usethezone- updat e- fi | t er command to define and apply update filters. Here
isthe syntax for this command:

zone-update-filter|zuf add|a <filnunp
send| s | bl ock|b <segnent> <snd-nw range>

where:

<fil nunp Specifiesthefilter number. Filter numbersmust fall within
therange 1 —128.

send|s | block|b Specifies whether AppleTalk zone updates are sent or
blocked on the specified network. The default issend.

<segnent > Specifiesthe segment(s) on which updates are to be sent or
blocked. Segments must fall within the range of 1 — 64.

<snd- nwr ange> Specifies the network on which the updates are sent. You

can only have one network range per PowerHub segment.

5.5.1.2 Displaying an Update Filter

Usethezone-update-filter showcommand to display currently defined zone
update filters. Hereisthe syntax for this command:
zone-update-filter|zuf shows <filter-/ist>|all
where:
<filter-list>]all Specifiesthefilter number(s) for which youwant to display
the definition. Enter afilter number, a comma-separated

list of filter numbers, or al | for al filters. Filter numbers
must fall within the range 1 — 128.

5.5.1.3 Changing an Update Filter

Use the zone- updat e-filter chng command to change the definition of an
existing zone update filter. Hereisthe syntax for this command:

zone-update-filter]|zuf chng|c <filnunm> send|s | block|b
[ <segnent > <snd- nw r ange>]

The arguments for this command are the same as the arguments for the
zone-update-filter add command. See Section55.1.1 on pagel1l5 for a
description of each argument. Note that only the <fj / nun» and send|s | bl ock| b
arguments are required whereas the remaining arguments are optional. Thissyntax letsyou
easily change an existing filter from a “send” filter to a “block” filter (and vice versa),
without needing to completely redefine the filter.
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5.5.1.4 Deleting an Update Filter

Usethezone- update-filter del commandtodeletean AppleTak zone update
filter. When you delete the filter, the filter number is no longer associated with the filter
definition and the filter no longer applies to any PowerHub segments. Here is the syntax
for this command:

zone-update-filter|zuf del|d <filter-Ilist>| all

where:

<filter-list>|all Specifiesthe filter number(s) for which you want to delete
the definitions. Enter afilter number, a comma-separated
list of filter numbers, or al | for all filters. Filter numbers
must fall within the range 1 — 128.

5.5.2 Accept Filter Commands

Zone accept filters give you control of the zone report information received on a
network. Depending on how you define an accept filter, the PowerHub system accepts or
discards azone name or all zone namesthat are received in updates on a particular network
or al networks.

Accept filters are input filters. You apply them to the network ranges on which Zone
Information Protocol (ZIP) response packetsarereceived. AppleTak usesZIPto learn and
maintain the pairing of networks and zone names. ZIP response packets carry the
network-to-zone name pairing that is required when a router in an AppleTalk network
sends a ZIP request.

Because zone information is exchanged when an interface first is configured, apply
zone accept filters before adding an interface.

The following sections describe how to add, display, change, and delete zone accept
filters.

5.5.2.1 Adding an Accept Filter

Use the zone- accept -filter add command to define AppleTalk zone accept
filters. Hereisthe syntax for this command:
zone-accept-filter|zaf add|a <filnun> accept|a | discard|d

<rcv-nwrange>| all| <zone-nane>|*

where:

<fil num> Specifiesthe filter number. Enter a number in the range
1-128.

accept|a | discard|d Specifieswhether updatesfor the specified zone name are
accepted or discarded.

<rcv-nwrange>| al | Specifiesthat thefilter is applied to zone updates received
on the particular network specified by
<rcv- nwrange>, or onall networksif al | is
specified.

<zone- nang| * > Specifiesthe AppleTalk zone that will be filtered.

Specifying an asterisk (* ) causes al zonesto be filtered.
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5.5.2.2 Displaying an Accept Filter

Use the zone-accept-filter show command to display the definitions for
accept filters. Hereisthe syntax for this command:
zone-accept-filter|zaf show s <filter-/ist>| all
where:
<filter-list>|all Specifies thefilter(s). You can specify afilter number, a

comma-separated list of filter numbers, oral | for al
filters. Filter numbers must fall in the range 1 — 128.

5.5.2.3 Changing an Accept Filter

Use the zone- accept-filter chng command to change the definitions of an
existing accept filter. Hereisthe syntax for this command:

zone-accept-filter|zaf chng|c <filnunp
accept|a | discard|d [ <rcv-nwrange>|l all <zone-nane>| *]
The arguments for this command are the same as the arguments for the
zone-accept-filter add command. See Section5.5.2.1 on pagell6 for a
description of each argument. Note that only the <fij/nun» and accept|a |
di scard| d arguments are required whereas the remaining arguments are optional .

5.5.24 Deleting an Accept Filter

Use the zone- accept-filter del command to delete the definitions of an
accept filter. Hereisthe syntax for this command:
zone-accept-filter|zaf del|d <filter-list>all
where:

<filter-1list> all Specifiesthe filter(s) you want to delete. Y ou can specify
afilter number, a comma-separated list of filter numbers,
oral | for al filters. Filter numbers must be within the
range 1 —128.
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5.5.3 Report Filter Commands

Zone report filters give you the same name-by-name level of control as accept filters,
except report filters control the information sent out by the PowerHub system, instead of
controlling the information received by the PowerHub system.

Like update filters, report filters are output filters. They report or hide zonesin ZIP
responses generated and sent by the PowerHub system. Report filters allow you to specify
a particular zone name that you want to report or hide. Apply them to the networks on
which zone reports for a specific zone name are sent.

The following sections describe how to add, display, change, and delete zone report
filters.

55.3.1 Adding a Report Filter
Usethezone-report-filter add command to create an AppleTalk zone report
filter. Hereisthe syntax for this command:
zone-report-filter|zrf add|a <filnunpr
report|r | hide|h <snd-nwrange> all <zone-nanme>|*

where:

<fil nunp Specifies the filter number. Filters must fall within the
range 1 —128.

report|r | hide|lh Specifies whether information about the specified zoneis
to be reported or hidden.

<snd- nwr ange>| al | Specifies the network sending the zone reports. If you
specify al | , the zoneisfiltered on al networks.

<zone- nane>| * Specifies the AppleTalk zone to be filtered; specifying an

asterisk (*) causes al zones to be filtered.

55.3.2 Displaying a Report Filter

Use the zone-report-filter show command to display the definitions for
report filters. Hereisthe syntax for this command:

zone-report-filter|zrf shows <filter-/ist>|all
where:

<filter-1list> all Specifiesthefilter(s). You can specify afilter number, a
comma-separated list of filter numbers, oral | for al
filters. Filter numbers must fall within the range 1 — 128.

5.5.3.3 Changing a Report Filter

Use the zone-report-filter chng command to change the definitions of an
existing report filter. Hereisthe syntax for this command:
zone-report-filter|zrf chng|c <filnunr
report|r | hide|lh [<snd-nwrange>| all <zone-nanme>|*]
The arguments for this command are the same as the arguments for the
zone-report-filter add command. See Section5.5.3.1 on page118 for a
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description of each argument. Note that only the <fi / nun> andreport|r | hide|h
arguments are required whereasthe remaining argumentsare optional. Thissyntax letsyou
easily change an existing filter from a “report” filter to a “hide” filter (and vice versa),
without needing to completely redefine the filter.

5.5.34 Deleting a Report Filter

Use the zone-report-filter del command to delete the definition from a
report filter number. Hereisthe syntax for this command:

zone-report-filter|zrf del|d <filter-list> all
where:

<filter-1list> all Specifiesthefilter(s) you want to delete. Y ou can specify
afilter number, acomma-separated list of filter numbers,
oral | fordlfilters. Filter numbers must fall within the
range 1 —128.

5.6 NAME-BINDING-PROTOCOL FILTER COMMANDS

AppleTak NBP filters allow you to control the ability of the AppleTalk network to
bind names and network services together. Using NBP filters, you can hide or report
AppleTak routers and hide zone names from certain types of NBP packets.

NBP filters apply to a zone name or network object and PowerHub segment or
network range.

When the PowerHub system receives an NBP request, the PowerHub system can do
two things with the request:

* If the PowerHub isdirectly attached to the device on which the requested service type
exists, the PowerHub forwards an NBP L ookup request to the device.

* If the PowerHub system is not directly attached to adevice that contains the requested
service type, the PowerHub forwards an NBP Forward request to another device.

Thus, when the PowerHub system receives an NBP request for a servicetype, the hub
sends the Lookup or Forward packet on the segment that contains the zone where the
requested service resides.

For example, if NBP was looking for a service type which resided in the zone
“accounting” onsegment5, you could set up afilter that would alow or disallow the
PowerHub system to send NBP requests to that zone. The following example shows one
way to set up thisfilter.

1: Power Hub# nbp-fwd-filter add 1 block 5 accounting
Ckay

This command applies filter number 1, which is a “block” filter, to PowerHub
segment 5. Thisfilter ensuresthat the PowerHub system will not forward any NBP request
packets to the zone “account i ng” on segment 5.
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Table5-2 lists and describes the AppleTalk Name Binding Protocol filter
commands and their syntax. For each command, the management capability (root or
monitor) is listed, as well as the section that contains additional information about the

command.
TABLE 5-2 AppleTalk Name Binding Protocol Filter Commands.
Command and Description Capabilityt  See...
nbp-fwd-filter|nff R 56.1

add| a <filnun> send|s | block|b

<segnent > <zone- nane>

chng| c <filnunm> send|s | block|b

[ <segnent > <zone- nane>|

show| s <filter-1ist>| all

del |d <filter-Ilist>|all
Adds, displays, changes, or deletes Name Binding Protocol forwarding filters.

TR= Root, M= Monitor.

5.6.1 Forwarding Filters

NBP forwarding filters are output filters; they typically block the datastream exiting
the PowerHub system. They are global filters, meaning that they send or block all NBP
Lookup requests exiting the hub on a particular segment going to a specified zone(s).

Y ou can apply forwarding filters to a PowerHub segment to permit or prevent NBP
Forward or Lookup requests from going out on that segment. A forwarding filter is
assigned to a PowerHub segment, and you define the zone name to which you want NBP
requests sent or blocked.

The following sections describe how to add, display, change, and delete NBP
forwarding filters.

56.1.1 Adding a Forwarding Filter

To add aforwarding filter, issue the nbp-f wd-fi | t er add command. Hereisthe
syntax of this command:

nbp-fwd-filter|nff add|a <filnunpr
send|s | block|b <segnent> <zone-name>
where:

<fil num> Specifies the filter number; you can enter afilter number,
acomma-separated list of filters. Filter numbers must fall
within the range 1 — 128.
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send|s | block|b Specifies whether you want the PowerHub system to send
or block an NBP request.

<segnent > I ndicates the segment on which the NBP L ookup request is
sent or blocked.

<zone- nane> Specifies the AppleTalk zone which will receive or not
receive NBP Lookup requests.

5.6.1.2 Displaying a Forwarding Filter

To display an NBP filter, issuethe nbp- fwd- fi | t er showcommand. Hereisthe
syntax for this command:

nbp-fwd-filter|nff shows <filter-list>
where:

<filter-1list> Specifies the number of the filter(s); you can specify a
comma-separated list of filters. Filter numbers must fall
within the range 1 — 128.

5.6.1.3 Changing a Forwarding Filter

To change an existing NBP forwarding filter, issue the nbp-fwd-filter chng
command. Hereisthe syntax for this command:

nbp-fwd-filter|nff chng|c <filnun> send|s | block|b

[ <segnent > <zone- nane>]

The arguments for this command are the same as the arguments for the
nbp-fwd-filter add command. See Section 5.6.1.1 on page 120 for a description of
each argument. Note that only the <fi / nun» and send| s | bl ock| b arguments are
required whereas the remaining arguments are optional. This syntax letsyou easily change

an exigting filter from a“send” filter to a“block” filter (and vice versa), without needing
to completely redefine the filter.

5.6.1.4 Deleting a Forwarding Filter

To delete a forwarding filter, issue the nbp-fwd-fil ter del command. Hereis
the syntax for this command:

nbp-fwd-filter|nff del|d <filter-/ist>

where:
<filter-1list> Specifiesthe number of thefilter(s); you can specify afilter

number or acomma-separated list of filters. Filter numbers
must fall within the range 1 — 128.
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6 IPX Filtering Commands

IPX RIP (Routing Information Protocol) and SAP (Service Advertising Protocol)
filters give you security control over the route and server information sent and received by
the IPX networks associated with your PowerHub segments. Depending on the level of
Security you want, you can:

 Block a segment from sending RIP or SAP updates for a particular network.
(See Section 6.5 on page 132.)

* Block or accept route or server information received on a specific network.
(See Section 6.6 on page 134.)

 Block or allow route or server information to be sent on a specific network.
(See Section 6.7 on page 137.)

* Block serversfrom being reported in responseto an |PX “Get Nearest Server” request.
(See Section 6.7.2 on page 138.)

IPX RIPfilterslet you restrict connectivity to I|PX networks by selectively controlling
the routes that are reported or accepted in RIP updates.

IPX SAP filterslet you restrict connectivity to IPX servers by controlling the receipt
and transmission of SAP updates. Using SAP filters, you can “hide”’ secured servers from
workstations that try to connect to them.

All filters apply to a specific network number or servers on a specific segment.

This chapter describes how each type of filter works and describes the commands you
use to create, display, change, or delete the filters.

6.1 ACCESSING THE IPX FILTER COMMANDS

The IPX filter commands are located in the ipx subsystem. To access the ipx
subsystem, issue the following command at the runtime command prompt:

i px
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6.2 IPXFILTER COMMANDS

Table 6-1 lists and describes the IPX filter commands and their syntax. For each
command, the management capability (root or monitor) is listed, as well as the section
that contains additional information about the command.

TABLE 6-1 IPX filter commands.

Command and Description Capability*  See...

ri p-accept-filter|raf R 6.6
add| a <filnun> accept|a | discard|d
<networ k> <rcv-if-nw| all

chng| ¢ <filnun> accept|a | discard|d
[ <network> <rcv-if-nws|all]

del |d <filter-list>|all

h <filter-list>|all
show s ilter-list>a Ror M #

Adds, displays, changes, or deletes RIP accept filters.

rip-report-filter|rrf R 6.7
add|a <filnun> report|r | hide|h
<net wor k> <snd-i f-nw>| al |

chng|c <filnunm> report|r | hide|h
[ <networ k> <snd-if-nw>| all]

del |d <filter-list> all

h <filter-list> all
show| s ilter-list>a Ror M #

Adds, displays, changes, or deletes RIP report filters.

*R= Root, M=Monitor.
#R= display and manipulate, M= display only.
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IPX filter commands.
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Command and Description

Capability*  See...

ri p-update-filter|ruf R 6.5
add| a <fil nunp
send| s | bl ock|b <seg> <net work>
chng|c <filnun> send|s | block|b
[ <seg> <net wor k>]
del |d <filter-list>all
show| s <filter-/ist>|all Ror M #
Adds, displays, changes, or deletes RIP update filters.
sap-accept-filter|saf R 6.6
add| a <filnun> accept|a | discard|d
<svr-type> <svr-nane>* <rcv-if-nw>| all
chng| ¢ <filnun> accept|a | discard|d
[ <svr-type> <svr-nane>|* <rcv-if-nw>|all]
del |d <filter-list>| all
<fi -list> -
show| s <filter-list>all [-f] Ror M #
Adds, displays, changes, or deletes SAP accept filters.
sap-report-filter|srf add|a <filnun> R 6.5
report|r|hide|lh|hide-nearest]|hn
<svr-type><svr-nane> * <snd-if-nw>| all
chng| ¢ <fil nunv
report|r| hide| h| hi de-nearest| hn
[ <svr-type><svr-nane>* <snd-if-nw>|all]
del |d <filter-list> all
show| s <filter-list>all [-f] RorM #

Adds, displays, changes, or deletes SAP report filters.

*R= Root, M=Monitor.
#R= display and manipulate, M= display only.
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TABLE 6-1 (Continued) IPX filter commands.

CH.6

Command and Description Capability*

sap-update-filter|suf add|a<filnunr R
send| s| bl ock| b <seg> <net wor k>

chng| ¢ <fil nun>send]| s| bl ock| b
[ <seg> <net wor k>]

del|d <filter-list>| all

show| s <filter-list> all RorM #

Adds, displays, changes, or deletes SAP update filters.

6.5

*R= Root, M=Monitor.
#R= display and manipulate, M= display only.

6.3 HOW IPX RIP AND SAP FILTERS WORK

IPX RIP filters control the route information sent or received by a specific IPX
network number on a specific segment. Similarly, IPX SAP filters control the server

information sent or received.

6.3.1 Exclusivity

Filters of the same type (update, accept, or report) are mutually exclusive. If you
define afilter that explicitly receives or sends specific information, all other informationis
implicitly discarded. For example, if you define a RIP accept filter that explicitly accepts
RIP updates from a specific IPX network, all other RIP updates are discarded. To accept

additional RIP updates, you need to define additional filters.

If you need to secure access to just afew networks or servers, it's generally easier to
define filters that block or discard update information sent by those networks or servers.
All update information not explicitly blocked is forwarded. However, if your network
reguires tight security, you can define filters that explicitly allow only specific updates to

be sent or received.
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6.3.2 Input Filters and Output Filters

When you definean IPX RIP or SAPfilter, one of theitems of information you supply
is the segment number. The number you supply varies depending upon whether you are
defining an input filter or an output filter:

Input filter Operates on the receiving end of the RIP or SAP update.
When an IPX network on aspecific segment receivesaRIP or
SAP update, input filters accept or reject information in the
update. Accept filters areinput filters.

Output filter Operates onthe sending end of the RIP or SAP update. Before
the update is sent for an IPX network on a specific segment,
output filters report or discard entriesin the update. Update
and report filters are output filters.

6.3.3 Types of Control

The IPX RIP and SAPfilters give you different types of control. Depending upon the
types of filters you define, you can filter according to the following:

Network and interface combination

Accept and Report filters let you filter according to specific networks on
specific interfaces.

Using accept filters, you can selectively accept or discard updates sent from
specific interfaces on a specific network.

Using report filters, you can selectively send or block updatesfrom aspecific
interface on a specific network.

Segment and interface combination

Update filterslet you filter according to specific interfaces on specific
segments. Y ou can selectively send or block updatesto a specific interface
on a specific segment.
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6.4 EXAMPLES OF FILTERS

This section gives examples of each type of IPX RIP and SAP filter: update, accept,
and report filters. All of these examples are based on the example IPX network shown in

Figure 6-1.
——
network number al | _
1 File Server
I FI LE- SERVRL

network number bl

> network number b2

network number b3
]
3

Power Hub System

network number b3 .
File Server
4 network number c1 |
Print Server
| PRI NT- SERVR1L
5 network number d1
1 [
network number el

6
network number b3 |

Another Router |
LTI

FI GURE 6-1 Example of an IPX network.

In Figure 6-1, the numbered boxes inside the PowerHub systems represent segments
on which IPX networks have been defined. This example assumes that IPX network
numbers have been correctly defined on the PowerHub system, on the servers, and on the
end nodes. For simplicity, this example also assumes that all devices are using the same
encapsulation type.
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The following sections give examples of how each type of filter might be used in the
configuration shown in Figure 61 on page 128. The examples include the commands
used to create thefilters.

6.4.1 Update Filters

Update filters cause the PowerHub system sending the RIP or SAP updatesto send or
not send updates to an entire network on aspecific segment. Use updatefiltersif you want
to establish security at abroad level. Update filters are output filters. Y ou apply them to
the networks and segments to prevent all RIP or SAP updates from being sent on a
network/segment.

The following sections give examples of RIP and SAP update filters.

6.4.1.1 RIP Update Filter

Suppose you want to define afilter that prevents the PowerHub system from sending
RIP updates to devices connected to network b3 on segment 2. Note that you must specify
both a network and a segment because the PowerHub's Virtual LAN capability allows
more than one IPX network to be defined on a given segment, and more than one segment
to contain nodes of agiven IPX network.

Youmight usetheri p—updat e-fi | t er add command to create afilter asfollows:

1: Power Hub# rip-update-filter add 1 block 2 b3
Ckay

This command crestes (adds) RIP update filter number 1, which blocks RIP updates
from being sent to devices on segment 2 that belong to network b3. These devices will not
learn any |PX routes from the hub.

6.4.1.2 SAP Update Filter

Here is an example of a SAP update filter, using the same configuration shown in
Figure 6-1. Suppose you want to block server information from being sent to networks bl
and b2 on segment 2. Y ou can issue a command such as the following to define afilter to
do this:

1: Power Hub# sap-update-filter add 2 send 2 b3
Ckay

This command creates SAP update filter number 2, which alows all server
information to be sent to network b3 on segment 2. However, updates are not sent on
networks bl or b2 on segment 2. Consequently, devices on these networkswill not get any
server information from the PowerHub system.
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6.4.2 Accept Filters

RIP and SAP accept filters control the route and server information that the
PowerHub system receives from an IPX network. Depending on how you define an accept
filter, it accepts or discards updates received on a single network or for all networks:

» For RIP updates, you can accept or discard specific route information received from
a specific network. The network can be defined on a single PowerHub segment or
multiple PowerHub segments (VLAN).

» For SAP updates, you can accept or discard updates about a specific server, or about
all servers of aspecific type.

Unlike update filters, accept filters are input filters. Y ou apply them to the networks
for which the RIP or SAP updates are received.
The following sections give examples of RIP and SAP accept filters.

6.4.2.1 RIP Accept Filter

Suppose you want to define a filter that allows all route information to be accepted
from network b1, with the exception of routes to network 1234. (Note that network 1234
isnot directly attached to the PowerHub system.) Y ou can define afilter such asthisusing
the following command:

1: Power Hub# rip-accept-filter add 1 discard 1234 bl
Ckay

This command specifies that route information for network 1234 is to be discarded
when received on network bl. The PowerHub software accepts al other route information
that it receives on this network. To discard additional routes, you would need to define
additional filters.

6.4.2.2 SAP Accept Filter

Suppose you want to ensure that the only server on network ¢l that can be accessed
from other networks is the print server print-servrl. You can define a SAP accept filter as
follows:

1: Power Hub# sap-accept-filter add 1 accept print-servr print-servrl cl
Okay

This command specifies that SAP information about the server named
“print-servrl,” whichisaserver of thetype PRINT-SERVR, should be accepted from
network c1, but no other SAP information should be accepted from that network. If you
add additional serversto this IPX network, this filter throws away SAP updates from the
other serversto ensure that no clients on other networks can discover the new servers.
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6.4.3 Report Filters

RIP and SAP report filters give you the same level of control as RIP accept filters,
except report filters control the information sent out on a network, instead of controlling
the information received on a network.

Like updatefilters, report filtersare output filters. Y ou apply them to the networks on
which the RIP or SAP updates are sent.

The following sections give examples of RIP and SAP report filters.
6.4.3.1 RIP Report Filter

Suppose you want to “hide” the routesto all networks except bl and b2 from devices
on network d1. Y ou can accomplish this by defining the following RIP report filters:

1: Power Hub# rip-report-filter add 1 report bl dil
Ckay
1: Power Hub# rip-report-filter add 2 report b2 di
Ckay

Because a report filter automatically hides routes not explicitly specified in the filter
definition, these two filters ensure that route information for b1l and b2 only is visible to
devices on network d1.

6.4.3.2 SAP Report Filter

Suppose that you want to hide thefile server named “f i | e- ser ver 1” on network al
from networks bl and b2, but you want to allow it to be reported to network b3. You can
do this by creating the following SAP report filters:

1: Power Hub# sap-report-filter add 1 hide file-server file-servrl bl
Ckay

2: Power Hub# sap-report-filter add 2 hide file-server file-servrl b2
Ckay

3: Power Hub# sap-report-filter add 3 report file-server file-servrl b3
Ckay

These filters prevent the file server “fil e-server1” from being reported to
networks bl and b2, but report al other servers to these networks on this segment (unless
you define additional filters to hide those servers). File server “fil e-serverl” is
reported to network b3, but other file servers are not reported to this network, unless
additional filters are defined to allow the servers to be reported.

You aso can define a SAP Report filter to hide servers from a Get Nearest Server
request. The server is hidden from the workstations on the specified networks, but the
server isreported to other routers on the network. Here is an example of the definition of
such afilter:

1: Power Hub# srf add 4 hide-nearest file-server file-servrl all
Ckay
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This example creates SAP report filter 4 to hide the file server called
“file-server1” from being reported in response to Get Nearest Server requests issued
from any network.

6.5 UPDATE FILTER COMMANDS

The following sections describe the commands to add, display, change, and delete
IPX RIP and SAP update filters.

6.5.1 Adding a RIP Update Filter

Use theri p-update-filter command to define and apply RIP update filters.
Here is the syntax for this command:

rip-update-filter|ruf add|a
<filnunmr send|s| bl ock| b <seg> <net wor k>

where:

<fil nunp Specifies the filter number, in the range 1-128.

send| s| bl ock| b Specifies whether all IPX RIP updates are sent or blocked
on the specified IPX network.

<seg> Specifies the segment to which you are applying the filter.

<net wor k> Specifies the IPX interface to which you are applying the

filter.

6.5.2 Adding a SAP Update Filter

Use the sap- updat e-fil ter add command to create a SAP update filter. The
syntax for this command is similar to the syntax for the ri p-report-filter add
command; the only difference is, instead of specifying a network number, you specify a
server type and server name. Here isthe syntax for this command:

sap-update-filter|suf add|a

<fil nun> send| s| bl ock| b <seg> <networ k>

where:

<fil nunp Specifies the filter number, in the range 1-128.

send| s| bl ock| b Specifieswhether IPX SAP updates are sent or blocked on
the specified IPX network.

<seg> Specifies the segment to which you are applying the filter.

<net wor k> Specifiesthe IPX interface to which you are applying the

filter.
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6.5.3 Displaying a RIP Update Filter

Use theri p-update-filter show command to display currently defined IPX
RIP update filters. Hereisthe syntax for this command:

ri p-update-filter|ruf shows <filter-list>| all

where:

<filter-list>|all Specifies the filter numbers for which you want to display
the definition. Y ou can specify a single filter number, a
comma-separated list of filter numbers, oral | for al
filters.

6.5.4 Displaying a SAP Update Filter

Usethesap- updat e-fil t er showcommand to display the current definitionsfor
SAPfilters. Hereisthe syntax for this command:
sap-update-filter|suf show s <filter-Ilist>| all
where:
<filter-1list> all Specifies the filter(s) for which you want to display
definitions. You can specify asinglefilter number, a

comma-separated list of filter numbers, oral | for al filter
definitions.

6.5.5 Changing a RIP Update Filter

Use the ri p-update-filter chng command to change the definition of an
existing IPX RIP update filter. Hereisthe syntax for this command:

ri p-update-filter]|ruf chng|c
<fil nun> send|s| bl ock| b [ <seg> <net wor k>]

The arguments for this command are the same as the arguments for the
ri p-update-filter add command. See Section 6.5.1 on page 132 for a description
of each argument. Note that only the <fi | nun» and send| s| bl ock| b arguments are
required whereas the remaining arguments are optional. This lets you easily change an
existing filter from asend filter to ablock filter, without needing to completely redefine the
filter.

6.5.6 Changing a SAP Update Filter

Use the sap-update-filter chng command to change the definition of a
currently defined SAP update filter. Hereisthe syntax for this command:
sap-update-filter|suf chng|c
<fil nun> send|s| bl ock| b [ <seg> <net wor k>]

The arguments for this command are the same as the arguments for the
sap-update-filter add command. See Section 6.5.2 on page 132 for a description
of each argument. Note that only the <fi | nun» and send| s| bl ock| b arguments are
required whereas the remaining arguments are optional. This lets you easily change an
existing filter from asend filter to ablock filter, without needing to completely redefine the
filter.
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6.5.7 Deleting a RIP Update Filter

Usetheri p-update-filter del command to delete an IPX RIP update filter.
When you deletethefilter, thefilter definition isno longer associated with thefilter number
and the filter no longer applies to any PowerHub segments. Here is the syntax for this
command:

ri p-update-filter|ruf del|d <filter-Ilist>| all
where:

<filter-1list> all Specifiesthe filter numbersfrom which you want to delete

the definitions. Y ou can specify asingle filter number, a

comma-separated list of filter numbers, oral | for al
filters.

6.5.8 Deleting a SAP Update Filter

Use the sap- update-filter del command to delete the definition associated
with a SAP update filter number. When you delete the filter definition, the filter is no
longer associated with the filter number and the filter no longer applies to any PowerHub
segments or IPX networks. Hereisthe syntax for this command:

sap-update-filter|suf del|d <filter-list>| all
where:

<filter-list>|all Specifiesthe filter(s) you want to delete. Y ou can specify
asingle filter number, a comma-separated list of filter
numbers, or al | for all filter definitions.

6.6 ACCEPT FILTER COMMANDS

The following sections describe the commands to add, display, change, and delete
IPX RIP and SAP accept filters.

6.6.1 Adding a RIP Accept Filter

Usetheri p- accept - fil t er add commandto define IPX RIP accept filters. Here
isthe syntax for this command:

ri p-accept-filter|raf add|a
<fil nunm> accept| a| di scard|d <network> <rcv-if-nw>| all

where:

<fil nunp Specifies the filter number. Enter a number in the range
1-128.

accept | a| di scard| d Specifies whether RIP updates for the specified network

number are accepted or discarded.

<net wor k> Specifiesthe IPX network number whose routes are to be

accepted or discarded.
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<rcv-if-nw| all

6.6.2 Adding a SAP Accept Filter

ACCEPT FILTER COMMANDS 135

Specifies the network interface number on which route
reports are received. If you specify an IPX network
number, route reports originating from a device on that
network are filtered. If you specify al | , route reports
originating from all networks on the specified segment are
filtered.

Use thesap-accept-filter add command to create a SAP accept filter. The
syntax for this command is similar to the syntax for the ri p- accept-filter add
command; the only differenceis, instead of specifying a network number whose routes are
to be filtered, you specify the server type and server name whose service advertisements
areto befiltered. Hereisthe syntax for this command:

sap-accept-filter|saf add|a
<filnun> accept| a|discard|d <svr-type> <svr-nane>|*

<rcv-if-nw>| all

where:
<fil nuny

accept | a| di scard| d

<svr-type>

<svr-nanme>| *

<rcv-if-nw>| all
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Specifies the filter number. Enter a number from
1-128.

Specifies whether SAP information for the specified
server name and typeis to be accepted or discarded.

Specifiesthe server type. Y ou can enter themnemonic
value or the number.

Mnemonic Hex equivalent
PRINT-QUEUE 0003
FILE-SERVER 0004
JOB-SERVER 0005
PRINT-SERVR 0007
ARCHIVE-SVR 0009
REM-BRIDGE 0024
ADVRT-PRINT 0047

Thenumbersshown arehex valuesfor 16-bit numbers.
If you use the number for the server type, enter it as
shown above.

Specifies the name of the server. Y ou can specify an
individual server or enter * to apply the filter to all
servers of the specified type.

Specifies the network number on which the server
report isreceived. Y ou can enter a specific network
number or al | for all networks on the specified
segment. Specifyingal | causesthe server to be
filtered in reports received from all networks
configured on the specified segment.
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6.6.3 Displaying a RIP Accept Filter

Usetheri p-accept-filter showcommand to display the definitions for RIP
accept filters. Hereisthe syntax for this command:

ri p-accept-filter|raf shows <filter-list>| all

where:

<filter-list>|all Specifiesthefilter(s). You can specify asinglefilter
number, acomma-separated list of filter numbers, or al |
for al filters.

6.6.4 Displaying a SAP Accept Filter

Usethesap- accept-filter showto display the currently defined SAP accept
filters. Hereisthe syntax for this command:

sap-accept-filter|saf show s <filter-list>all [-f]

where:

<filter-list>]all Specifies the filter(s) for which you want to display
definitions. Y ou can specify asingle filter number, a
comma-separated list of filter numbers, oral | foral filter
definitions.

- f Displays the full name of the server. By default only the

first 39 characters of the server name are displayed.

6.6.5 Changing a RIP Accept Filter

Use theri p-accept-filter chng command to change the definitions of an
existing RIP accept filter. Hereisthe syntax for this command:

ri p-accept-filter|raf chng|c

<filnunmr accept| a| discard|d [ <network> <rcv-if-nw>| all]

The arguments for this command are the same as the arguments for the
ri p-accept-filter add command. See Section 6.6.1 on page 134 for a description
of each argument. Notethat only the <fi | nunm>and accept | a| di scar d| d arguments
are required whereas the remaining arguments are optional. Thisletsyou easily change an
existing filter from an accept filter to a discard filter, without needing to completely
redefine the filter.

6.6.6 Changing a SAP Accept Filter

Usethesap-accept-filter chng to change the definition of an existing SAP
accept filter. Hereisthe syntax for this command:

sap-accept-filter|saf chng|c
<fil nun> accept| a| di scard|d
[ <svr-type> <svr-nanme>* <rcv-if-nuw>|all]
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The arguments for this command are the same as the arguments for the
sap-accept-filter add command. See Section 6.6.2 on page 135 for a description
of each argument. Notethat only the <fi | num>and accept | a| di scar d| d arguments
are required whereas the remaining arguments are optional. Thisletsyou easily change an

exigting filter from an accept filter to a discard filter, without needing to completely
redefine the filter.

6.6.7 Deleting a RIP Accept Filter

Usetheri p-accept-filter del command to delete the definitions of a RIP
accept filter. Hereisthe syntax for this command:

rip-accept-filter|raf del|d <filter-list>all
where:

<filter-1list> all Specifiesthefilter(s) you want to delete. Y ou can specify
asingle filter number, a comma-separated list of filter
numbers, or al | for all filters.

6.6.8 Deleting a SAP Accept Filter

Usethesap-accept-filter del todeletethe definition of a SAP accept filter.
The syntax for this command is similar to the syntax for theri p- accept-filter del

command:
sap-accept-filter|saf del|d <filter-list>| all
where:
<filter-1list> all Specifiesthe filter(s) you want to delete. Y ou can specify

asingle filter number, a comma-separated list of filter
numbers, or al | for all filter definitions.

6.7 REPORT FILTER COMMANDS

The following sections describe the commands to add, display, change, and delete
IPX RIP and SAP report filters.

6.7.1 Adding a RIP Report Filter

Usetherip-report-filter add tocreate an IPX RIP report filter. Hereisthe
syntax for this command:

rip-report-filter|rrf add|a
<filnun> report|r| hide|h <network> <snd-if-nw>|all

where:

<fil nunp Specifies the filter number. Enter anumber in the range
1-128.

report|r| hide|h Specifies whether route information about the specified

IPX network isto be reported or hidden.
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<net wor k> Specifies the IPX network to be filtered:

e If you specified report, this network number is
reported and all others are hidden (unless reported by
other filters) from the RIP report.

» If you specified hi de, this network is omitted from the
RIP report and all others (unless hidden by other filters)
are reported.

<snd-if-nw>| al | Specifiesthe network on which thefiltered RIP reports are
sent. If you specify al | , thefilter appliesto all networks
configured on the specified sending segment.

6.7.2 Adding a SAP Report Filter

Use the sap-report-filter add command to create a SAP report filter. The
syntax for this command is similar to the syntax for the ri p-report-filter add
command; the only differenceis, instead of specifying a network number whose routes are
to be filtered, you specify the server type and server name whose service advertisements
areto befiltered. Hereisthe syntax for this command:

sap-report-filter|srf add|la <filnunp
report|r| hide| h| hi de-nearest| hn
<svr-type> <svr-name>|* <snd-if-nw| all
where:
<fil nunp Specifies the filter number. Enter a number in the range
1-128.
report|r| hide| h| hide-nearest|hn

Specifies whether the filter is to report or hide server
information. If you specify hi de- near est , the server
you specify is hidden from being reported in response to
IPX Get Nearest Server requests. Thus, the server is
hidden from workstations on the specified networks, but is
still reported to other routers on the network.

<svr-type> Specifies the server type. Y ou can enter the mnemonic

value or the number:

Mnemonic Hex equivalent
PRINT-QUEUE 0003

FILE-SERVER 0004

JOB-SERVER 0005

PRINT-SERVR 0007

ARCHIVE-SVR 0009

REM-BRIDGE 0024

ADVRT-PRINT 0047

The numbers shown are hex values for 16-bit numbers. If
you use the number for the server type, enter it as shown
above.
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<svr-nane>| * Specifies the name of the server. Y ou can specify an
individual server or enter * to apply thefilter to all servers
of the specified type.

<snd-if-nw>| al | Specifiesthe network number on which the server reportis
sent. Y ou can enter aspecific network number or al | for
all networks. Specifyingal | causesthe server to be
filtered in reports sent to al networks configured on the
specified segment.

6.7.3 Displaying a RIP Report Filter

Usetherip-report-filter showcommand to display the definitions for RIP
update filters. Hereisthe syntax for this command:

rip-report-filter|rrf shows <filter-list>| all

where:

<filter-list>|all Specifiesthefilter(s). You can specify asinglefilter
number, acomma-separated list of filter numbers, or al |
for al filters.

6.7.4 Displaying a SAP Report Filter

Use the sap-report-filter showcommand to display currently defined SAP
report filters. Hereisthe syntax for this command:
sap-report-filter|srf shows <filter-list>all [-f]

where:

<filter-list>]all Specifies the filter(s) for which you want to display
definitions. Y ou can specify asingle filter number, a
comma-separated list of filter numbers, oral | forall filter
definitions.

- f Displays the full name of the server. By default only the

first 39 characters of the server name are displayed.

6.7.5 Changing a RIP Report Filter

Usetherip-report-filter chng command to change the definitions of an
existing RIP accept filter. Hereisthe syntax for this command:

rip-report-filter|[rrf chng|c

<filnun> report|r|hide|h [ <network> <snd-if-nw>|all]

The arguments for this command are the same as the arguments for the
rip-report-filter add command. See Section 6.7.1 on page 137 for a description
of each argument. Notethat only the <fi / nun»andr eport | r| hi de| h arguments are
required whereas the remaining arguments are optional. This lets you easily change an
existing filter from areport filter to ahidefilter, without needing to completely redefinethe
filter.

400-1676-0001, Rev C, Issue 1,V 2.6 PowerHub Supplementary Protocols Manual



140 IPX FILTERING COMMANDS CH.6

6.7.6 Changing a SAP Report Filter

Usethesap-report-filter chng to change the definition of an existing SAP
accept filter. Hereisthe syntax for this command:

sap-report-filter|srf chng|c
<filnunme report]|r| hide|h|hide-nearest|h
[ <svr-type> <svr-nane>|* <snd-if-nw>| all]
The arguments for this command are the same as the arguments for the
sap-report-filter add command. See Section 6.7.2 on page 138 for a description
of each argument. Note  that only the <filnum  and

report|r| hide| h| hi de- near est | h arguments are required whereas the remaining
arguments are optional.

6.7.7 Deleting a RIP Report Filter

Usetherip-report-filter del command to delete the definition from afilter
number. Hereisthe syntax for this command:

rip-report-filter|rrf del|d <filter-list>|all
where:

<filter-list> all Specifiesthe filter(s) you want to delete. Y ou can specify
asingle filter number, a comma-separated list of filter
numbers, or al | for all filters.

6.7.8 Deleting a SAP Report Filter

Use the sap-report-filter del command to delete a SAP report filter
definition. Hereisthe syntax for this command:

sap-report-filter|srf del|d<filter-list>|all
where:

<filter-list>all Specifies the filter(s) you want to delete. Y ou can specify
asingle filter number, a comma-separated list of filter
numbers, or al | for all filter definitions.
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